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Agenda

Goals for this session:

1. Key concepts for using Azure as a data platform
2. Share suggestions and lessons learned through a series of tips and demos

Lots of important things are out of scope though!

Database migration techniques ‘| I Azure services & features
Security p-7 4 change very frequently,
Azure Stack & private cloud deployments so be sure to verify details

Networking & connectivity

Troubleshooting, performance tuning & growth
Installation and configuration details
Monitoring & alerting
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Tip #7
Know the What & Why
for Moving to the Cloud




Source: http://azureplatform.azurewebsites.net/
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Why the Cloud

Common Pros Common Concerns

v' Eliminate/reduce data center management v Uptime guarantees

v’ Elasticity (scaling up/down)

v’ Self-service provisioning of services

v’ Ease of experimentation (agility)

v’ Faster time-to-market

v’ Easier high availability and disaster
recovery

v" Subscription-based operating expenses
(rather than capital expenses with large up-front
Investment)

Your goals for the cloud affect the
tradeoffs & decisions you will
make on control, complexity, cost,
performance & security

o/

v’ Performance

v’ Security

v Compliance, regulations, legal

v Sharing of resources (multi-tenancy; noisy neighbors)
v' Data and intellectual property privacy

v Vendor lock-in/dependency

v Connecting legacy systems (hybrid/on-prem)

v" Sprawl of self-provisioned services

v' Lack of cloud expertise
v Complexity l The cloud is not *always* easier

v Cost The cloud is not *always* cheaper
v Difficult to estimate cost up-front
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The Azure Lingo

Subscription

A billing relationship Subscription

Resource Group Resource Group
A logical container for resources

Subscription

Resource Resource Group

The individual services

Resource Group
-

Active : > Azure Active Directory

Subscription

@Trust

Azure Resource Provider
manage resources

Registration per resource
Framework to deploy &
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Tip #/
Plan for Resource Groups
Very Carefully




e
Resource Groups - Considerations

Subscription Considerations:

v' Logical organization by purpose

Resource Group Resource Group Permissions/security boundaries

Policies & management of resources as a group

NN X

Resource Resource Group
Resource Resource

Deployment lifecycle -- RGs are the default

scope for declarative ARM deployment scripts
Resource Group

AN

Location of services
o Geographic location of data
Proximity to business users
Co-location of related resources
Minimizing latency
Minimizing data egress charges
Not all resources/services available in every region
Backup/recovery considerations

O O O O O O
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v" Plan very carefully for
resource groups

Account Account

v' Keep resource groups Gitrosts (schuns
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Tip #3
Plan Deliberately for Dey,
Test, Prod Environments




Separation of Devy, Test, Prod Environments

Most commonly environments are segregated by:
1. Directory, or
2. Subscription, or
3. Resource Groups,
4. A combination of 1 and 3, or 2 and 3

Visual j> Dev j> Test j> Prod
Studio Environment Environment Environment
Deploy Deploy Deploy

from via via
dev t,00| script script
(ex: Visual

Studio)
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Option: Separate By Directory

Dev Directory . Test Directory Prod Directory Pros:

v" Clear boundary
v' Offers the most scalability

“Subscription SubscriptiOn Subscription

Cons:

Lo Lo \/ .
Resource Group: Resource Group: Resource Group: More infrastructure to

Sales Rptg Sales Rptg Sales Rptg Manage . . . .
| | - v Alot of objects intermixed in

. a - asubscription - need clear
Resource Group: Resource Group: Resource Group: resource group names

Performance Performance Performance
Rpte Rotg Rpte and/or tags to.tell what
5 | belongs to which team

Other Team Other Team Other Team v  More complex AAD
RGs EE RGs EE RGs E : :
configuration
v' Separate virtual networks &
Subscription Subscription Subscription VPN set up across

subscriptions
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Option: Separate By Subscription

Pros:
v’ Clear boundary

Test % prod
Subscription Subscription Subscription

Cons:
v Cannot always provision

| new resources Iif you're
Resource Group: Resource Group: Resource Group: jUSt an owner at the

Sales Rptg Sales Rptg Sales Rptg
resource group level
v" A lot of objects

esource Group: esource Group: esource Group: Intermixed in a
Performance Performance Performance subscription - need clear

iPte . pte : resource group names
Other Team Other Team Other Team - and/or tags to tell what
RGs RGs RGs belongs to which team
v Separate virtual networks
& VPN set up across
subscriptions
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Option: Separate by Resource Group

5 v Isolation of subscriptions by

the team who owns/manages

v Co-admin privileges easier to
delegate at the subscription
level for each team

v Billing segregation

v More subscriptions: might be
less likely to hit Azure
subscription limits

Analytics Team Subscription

Resource Group: Resource Group: Resource Group:
Sales Rptg Dev Sales Rptg Test Sales Rptg Prod

Resource Group: Resource Group: Resource Group: ,
Performance Performance Performance - Cons:

Rptg Dev aRtegest et v More risk because Prod is
~ mixed in with Dev & Test

(mitigate w/ clear names & diff IDs)
Other Team Subscriptions v/ Separate virtual networks &

VPN set up across
subscriptions



https://docs.microsoft.com/en-us/azure/azure-subscription-service-limits

Demo

Resource Groups, Resources, and
Resource Providers




Tip #4

Use Clear Naming Conventions
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Naming Conventions

Purpose = Type of Service 2 Environment [. :| Resource Groups

v’ Type of service in the name helps with nterna Report!ng RGDev
logging/metrics in monitoring scenarios nternalReportingRGTest
nternalReportingRGProd

v Environment as the suffix makes any concatenations
easler within scripts

g Virtual Machines
BISQLVM1Dev
BISQLVM1Test

v Prod is enumerated because we separate BISQLVM1Prod

Dev/Test/Prod within one subscription

| _‘ Storage Accounts
v No dashes since all services don’t allow them BISQLVM1DataStdStrgDev

BISQLVM1BckStdStrgDev
v’ Camel case if the service allows it; otherwise lower BISQLVM1DiagStdStrgDev

case

More info on nhaming conventions: http://www.sqglchick.com/entries/2017/6/24/naming-conventions-in-azure



http://www.sqlchick.com/entries/2017/6/24/naming-conventions-in-azure

Tip #5
Use Tags to Categorize Billing
Charges & Other Metadata




Standard Tags

Tags are very helpful for:

Try to assign tags right away so
you don’t have partial billing
without tags assigned

BISQLVM1Dev - Tags

Virtual machine

11 : 2 Search {Ciri+/)
v Billing or cost center categories
v Environment names @ ownen < | Y
. o Tags ar dlue pairs that enable you to categorize resources

v' Project or system @ | IS0 N

‘/ Pu rpose Or appllcathn ;,ﬁ Access control (JAM) " Mame

v' Team, department, business unit (e )

iaonose and salve prablems billingCategory : Internal Analytics
v Who owns or supports a resource A Degreseendsoepron R /
‘/ | . # . . . environmentType : Dev
Release or version #s (ex: testing infrastructure) |  semnes
. . ] - o supportContact : Analytics Team
v Archival date (ex: if needed only temporarily) B Avallablty set
. . . - Can’t assign a ta
v' Patching or maintenance window or SLA = o P
. . . . .Y Extensions

v" Which customer it applies to (ex: if an ISV) S paused

‘/ etC ! Metwork interfaces
Meter Name | Consumed Service v | Resource Group ¥ Tags
."Standard 10 - Block Blob Read Operation Units (in 10,000s)"  "Microsoft.Storage" "internalreportingrgdev"  "{"billingCategory":"Internal Analytics","environmentType":"Dev","supportContact":"Analytics Team"}"
"Standard 10 - Table Write Operation Units (in 10,000s)" "Microsoft.Storage” "internalreportingrgdev"  "{"billingCategory":"Internal Analytics","environmentType":"Dev","supportContact":"Analytics Team"}"
f"Standard |0 - Page Blob/Disk (GB)" "Microsoft.Storage" "internalreportingrgdev”  "{"billingCategory":"Internal Analytics”,"environmentType":"Dev","supportContact":"Analytics Team"}"
"Standard 10 - Table (GB)" "Microsoft.Storage” "internalreportingrgdev”  "{"billingCategory":"Internal Analytics","environmentType”:"Dev","supportContact”:"Analytics Team"}"

More info on tags: http://www.sqlchick.com/entries/2017/7/15/powershell-for-assigning-querying-tags-in-azure



http://www.sqlchick.com/entries/2017/7/15/powershell-for-assigning-querying-tags-in-azure

Demo

Find Resources Based on Tags




Tip #6
Determine if laaS vs PaaS vs SaaS
Best Meets Your Needs
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[aaS vs. PaasS vs. Saas

I Azure Fasier to
Shared . Public Cloud I Serverless Apps Seale
Infrastructure f ~
(Lower Cost) Software
N Platform das a
nfrastruct as a Service Service
nfrastructure (Paas) (SaaS)
as a Service
(EEN) Azure SQLDB, Power BI,
Azure SQLDW, Office 365
SQL Server in a CosmosDB
Virtual Machine
Vs é_ﬁ_ On-Premises A Stack (Private Cloud)
. . zure Stac rivate Clou
Dedicated Virtual
Infrastructure . Server v
(Higher Cost of | [SRALEL Viore
Ownership) Server Difficult
to Scale

More Control Less Control
(Higher Administration Effort) < ) (Lower Administration Effort)
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Comparing the SQL Ofterings in Azure )

1 DB
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SQL Server in a Virtual Machine Azure SQL Database Azure SQL Data Warehouse
(laaS) (Paa$) (Paa$)
Run full workload within an A relational database-as-a-service (DBaa$) An data warehouse-as-a-
Azure virtual machine, service (DWaaS) optimized
including SQL Server, SSIS, / \ for performance of large-
SSAS, SSRS, etc Non-Managed Managed Instance scale analytical workloads

A traditional Azure Newer - closer feature

SQLDB deployment  parity to SQL Server MPP grchitecture |
(isolated DB) (instance level features) (massively parallel processing)

N/

Elastic Pools
Unpredictable multi-tenant

OLTP workloads
(NOT for data warehousing workloads)
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Comparing the SQL Oftferings in Azure  @»

a DB
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SQL Server in a Virtual Machine Azure SQL Database Azure SQL Data Warehouse
(laas) (Paa$) (Paa$)

Best for: Best for: Best for:

v' Migrating existing solutions v'New database solutions v'DW with larger data volumes

v" Running all SQL Server features v'Migrating existing database (ideally 1-4TB+ bare min. of 250GB+ )
(ex: SSIS, SSRS, SSAS, MDS) solutions as-is (managed v'Dimensional models which can

v Running 3™ party software instances which are in preview) take advantage of CCl
(ex: Oracle) v'OLTP with scaling & pooling v Ability to scale compute

v Bring your own license needs (unpredictable workloads) u :)/dOWﬂ, or pause (elasticity)
(Software Assurance) | v'DW workloads which are v'Data Lake Store integration

v Isolated dev/test environments (1 +0 medium (relational + nonrelational data)

v' Administering all aspects v'Reduced administration

(highest level of control)

v'Reduced administration

More info: https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas
https://www.blue-granite.com/blog/is-azure-sql-data-warehouse-a-good-fit



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas
https://www.blue-granite.com/blog/is-azure-sql-data-warehouse-a-good-fit

-
Other Paa$S Database Ofterings in Azure

5

Cosmos DB

& &
Azure Database
for MySQL and PostgreSQL

[+
I.j?'ZI

Azure Analysis
Services

Best for:
v' Schema-agnostic data model
that is write-optimized
o NoSQL JSON documents
o Key-value pairs
o Column-family data
o Graph data

v’ Scalable, globally distributed
apps
v Reduced administration

Best for:

v’ Open source DB (community
editions)

v'Focus is mostly on a front-
end application

v Familiar with MySQL or
PostgreSQL

v'Reduced administration

Best for:
v'Semantic layer for reporting

v Alternative to SQL Server

Analysis Tabular Model
(otherwise run in an laaS VM)

v'Upsizing a data model from
Power Bl

v'Sharing some workload with
Azure SQLDW or Azure SQLDB

v'Reduced administration



Azure SQL DB: Feature Parity with SQL Server

Many features go first to Azure SQLDB
(“cloud first").

However, some features are not available
In Azure SQL Database such as:
o PolyBase (alternative: elastic queries)
SQL Server Machine Learning & R Services
Change data capture
CLR
DB snapshots
Some T-5QL syntax
Profiler
Non-primary filegroups

O O O O O O O

Feature SQL Server Azure 5QL Database

Mot supported - see Always On supported
Availability Groups

Active geo-replication

Always Encrypted Supported Supported - see Cert store and Key vault
AlwaysOn Availability Groups Supported Mot supported - See active geo-replication
Attach a databaze Supported Mot supported

Application roles Supported supported

Auto scale Mot supported Supported - see Service tiers

Azure Active Directory Mot supported Supported

Azure Data Factory Supported supported

UGG o e e o L gSyppadiae Y e S e Y ™

Full list:
https://docs.microsoft.com/en-us/azure/sql-

database/sql-database-features



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-features

-
Azure SQL DW: Feature Parity with SQL Server

Some features are not available in Azure SQL Data Warehouse:

O

O O O O O O O

Primary key, foreign key, unique key
Computed columns, default values
Merge statements

Some data types (ex: xml, json, geography, geometry, hierarchyid)
Certain update and delete techniques and other T-SQL differences
Statistics creation and management
SSDT database project
Cross-database queries

Control
Node

Compute Compute
Node Node

The recommended data load technique is via PolyBase. Data Storage

More info:
https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sql-data-warehouse-troubleshoot#differences-from-sgl-database

https://www.blue-granite.com/blog/is-azure-sql-data-warehouse-a-good-fit



https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sql-data-warehouse-troubleshoot#differences-from-sql-database
https://www.blue-granite.com/blog/is-azure-sql-data-warehouse-a-good-fit

Tip #/

Get an Azure SLA if Possible
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How to Get a Service Level Agreement (SLA)

a DB
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V4 V4 e

SQL Server in a Virtual Machine Azure SQL Database Azure SQL Data Warehouse
(laas) (Paa$) (Paa$)

SLA on the VM if: SLA on the database: SLA on the database:

1. Include the VM in an v'Guarantee: 99.99% for Basic, v'Guarantee: 99.99% for Basic,
Availability Set - Standard, and Premium tiers Standard, and Premium tiers
Guarantee: 99.95% that customers will have that client operations will

or connectivity succeed

2. Use Premium Storage for
all Data and O/S disks -

Guarantee: 99.9% Premium Storage is how you get an SLA
on a ‘single instance’ VM. You might

consider Standard storage in Dev/Test,
and Premium in Prod.

More info: https://azure.microsoft.com/en-us/support/legal/sla/summary/
https://azure.microsoft.com/en-us/support/legal/sla/virtual-machines/vl 6/



https://azure.microsoft.com/en-us/support/legal/sla/summary/
https://azure.microsoft.com/en-us/support/legal/sla/virtual-machines/v1_6/

Tip #8
Take Advantage of Efficiencies
Offered by Cloud Services




Starting With a VM Image

Virtual machines

Directory

o 2dd == Coumns ) Refresh

Virtual machines and Virtual
machines (classic) can now be
managed together in the combined

list below.

Subscriptions: 1 of 2 zelected - Don't see a
subscription? Switch directories

Filtar Q) AT .
2 items
MAME
L BISQLVM1Dev

L BISQLVM2Dev

Compute

T Filter

A2 sgl server 2016 SP1

Results

HAME

E 50L Server 2016 5P1 5tandard on Windows Server 2016

E Free License: 0L Server 2016 5P1 Developer on Windows Server 2016
E S0L Server 2016 5P1 Enterprise on Windows Server 2016

E Free License: 50L Server 2016 5P1 Express on Windows Server 2016
E 50L Server 2016 5P1 Web on Windows Server 2016

E {BYOL} 5AL Server 2016 SP1 Enterprise on Windows Server 2016

E (BYOL} 5AL Server 2016 5P1 Standard on Windows Server 2016

FUELISHER

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

SQL Server settings

SQL connectivity @

Private (within Virtual Metwork)

* Port@

1433

SQL Authentication @

Dizable Enakle

Storage configuration @

Data warehousing

D512_Vv2 Standard

4

Some recommendations in the "Performance Best Practices E

” for SQL Server in Azure Virtual Machines” article you'll need to
Implement yourself. https://docs.microsoft.com/en-us/azure/virtual-

Cores

GE &<RAM

8
Data disks

12800
Max I0P5

56 GB
Local 55D

Load balancing

Premium disk support

48505

(1/2)

Storage configuration

Select your desired performance, storage size,
and workload to optimize the storage on your
virtual machine.

Storage size (TB)

|:| 1

1 data disks will be added to the virtual machine,
This value was computed based on the value of
QPS, throughput, and storage size.

Storage optimization

Data warehousing o

Genera

Transactional processing

CData warehousing __-_)

machines/windows/sgl/virtual-machines-windows-sqgl-performance

The DW selection sets
storage disk stripe size
to 256KB and trace
flags 610 & 1117


https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-performance

-
Starting With a VM Image 2/2

Expect to make changes and SQL Server changes to VM image:
customizations to the VM image, such as: * Enable the DAC
» Domain service accounts for each * Detault DB file locations
service * Fill factor
« Disable unused services * Optimize for ad hoc workloads
» Disk structure + permissions * Max degree of parallelism
G: Data By default, there is one * Cost threshold for parallelism

L. Logs data drive on F: » Startup parameters; trace flags

T: TempDB provisioned at 1TB. . :
Stay away from D:\ - it’s Expand # of TempDB files

* Enable disk encryption - . .
the temp drive.  Time of SSIS lnalntenanceJob
E Sgl Server Configuration Manager
File Action View Help
o AEAAREREY
48 SQL Server Configuration Manager (Local) Name State Start Mode Log On As
] SQL Server Services : . : : : :
i SQL Server Network Configuration (32bit ﬂSQL Server Integration Services 13.0 Running Automatic NT Sewlnce‘\MsDts'jenrer*l 30 AS_IS befo re a ny
% <01 Native Client 11.0 Confi - le' @SQL Full-text Filter Daemon Launcher (MSSQLSERVER) Running Manual NT Service\MSSQLFDLauncher . .
. - Ve HEnE UL T -OnTguIston 1Y #aysaL server Launchpad (MSSQLSERVER) Stopped Manual NT Service\MSSQLLaunchpad customizations
_ﬂ_ SAL Server Network Configuration ) ) )
= . . . EE)SQL Server (MSS5QLSERVER) Runnin g Automatic NT Service\ MSS5QOLSERVER
% SQL Native Client 11.0 Configuration -
L SAL Server Analysis Services (MSSQLSERVER) Running Automatic NT Service\MS50LServerOLAPService
3 SQL Server Reporting Services (MSSQLSERVER) Running Automatic NT Service\ReportServer
f_-']SQL Server Browser Stopped Other (Boot, Syste...  NT AUTHORITYALOCALSERVICE
75 SQL Server Agent (MSSQLSERVER) Running Manual NT Service\SQLSERVERAGENT




feature.
g

,;_) Search (Chrf+/)

BISQLVM1Dev

E1 Overview

B Activity log

;ﬁ Access control (LAM)

& Tags

. Diagnose and solve problems

SETTIMGS

@ Availability set
£ Disks

[ Extensions

B Network interfaces

B size

& Backup

SQL Server configuration

Automatic Patching

Windows and SQL Server patching

PaaS: Done for you (no opt-out or delay).

laaS: You can optionally allow MSFT to handle.
There's also a new VM “Update Management”

£ SOL Server configuration

Y Properties

& Locks

B3 Automation script

SCHEDULES

(& Auto-shutdown

SQL connectivity level # Edit
SQL connectivity Private (within Virtual Network)

Port 1433

SOL Authentication Disakled

Automated patching % Cancel
* Automated patching Disable Enzble |
* Maintenance schedule Friday v

* Maintenance start hour {local time) 22:00 W

* Maintenance window duration &0
(minutes)
Automated backup # Edit

Automated backup
Retention period (da

Storage account

Encryption Enabled
Backup system databases Enabled
Configure backup schedule Manua
Full backup frequency Daily

Full backup start time {local VM time)  071:00
Full backup time window (hours) 1

Log backup frequency (minutes) 60

Automated patching

o Legin Propertes - NT Senvice\SOLIaaSExtension
Select a page

3 Genera 5 Sowt ~ [ Heb requires the
- [ —r o 0 ”
S N— T SQL laaS Extension
- oy to have admin
e permissions on the
dboreat
5] Satr . _ server & the DB
(| processadmin | AdmMministrators Properties :
ﬁﬁ s Instance
n m,:,,.,._., General
(] setupadmn
£ wysadmn
% Administrators
i
C onnechon
Y. Description: Administrators have complete and unrestricted access
to the computer/domain
Connecton '
Members
f W CONMMCon Drogusg
e A
-i'!_l ".[h“l"| M”-l L
Progess & Jbenton
d; mcoates
Rleady 82, NT SERVICE\SQLIaaSExtension (5-1-5-80-2048003720-25558169

Changes to a user's group membsership

Add... Remove are not effective until the nexd time the
usar logs on.

OK Canced Apply Help

More info: https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/sql/virtual-machines-windows-sqgl-server-agent-

extension



https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-server-agent-extension

S Q L B a C ku p S . ‘ a a S .BISQWMWEV # X SQL Server configuration

,ﬁ' Search (Ctrl+/)

SQL connectivity level & Edit

laaS: You can optionally set up scheduled N
SQL Server backups. e

S0L connectivity Private (within Virtual Network)

SQL Authentication Disabled
saa Access control (IAM)
Blob service : backupcontainer & T
bisglvmibckstdstrgdey Container ag= A d I .
- utomated patching % Cancel
+ Container C_J Refresh #h Upload E_J Refresh fi Celete container  := Properties F Access palicy x Diaanose and solve oroblems )
) * Automated patching Disable Enable
Cecantials ™ Location: backupconiainer
SETTIMGS . .
I—'7 o h e e e mmr et * Maintenance schedule Friday W
Search containers by prefix carch DIohs By preny (case-sensitive/
8 Availability set
NAME NAME : : -
* Maintenance start hour (local time) 22:00 w
EnterpriseDW _deb02e24354249 3adcTdB36TETFATCT_2007052N80308-04. bak o Dicks
automaticbackup o
EnterpriseDW _dedl2e2435424913adc7dE36TETT47cT_20170614180054-04.bak - _ * Maintenance window duration #:I a0
backupcontainer =; Extensions (minutes)
EnterpriseDW _de&l2e2435424913ad cTdE36TETI4T7CT_20070615180359-04.bak
B Network interfaces
EnterpriseDW _deb02e2435424913ad cTdE36TETATCT_20070615181035-04.bak
L
3 sice Automated backup & Edit
. Automated backup Enabled
Suggestions: & Backup -
Retention period (days) 10

v" Be sure that this Azure storage account is set | # satsever confgustio Storage account st 1bcketdetraden
to be encrypted since the “automaticbackup” ! poere Encyption Frable
container contains certificates & keys Q Loce peeup s CaRees o

v" Provision the storage account with backups in = *=me== TS— -
another region, or with geo-redundant Fll backup stat time local VM time) _ 0100

Full backup time window (hours) 1
storage

Configure backup schedule Manua

T

J Auto-shutdown

Log backup frequency (minutes) 60 -



SQL Backups: Paas

DB

Azure SQL Database

(PaaS)

Azure SQL Data Warehouse
(Paa$)

Basic service: retained 7 C
Standard service: retaineo

ays
35 days

Premium service: retained

Full backups: weekly

35 days

Differential: every few hours

T-log: every 5-10 minutes

Longer-term backup retention:

» Set up a process to back up the
bacpac file (schema + data), or

* Recovery Services vault (still in

Preview)

Local snapshots: every 4-8 hours & retained 7 days
Geo-redundant snapshot: retained 24 hours
(Backups occur when DW is online -- not paused)

Longer-term backup retention:
* Not currently an option

:j The tradeoff here: less administration,

but also less control



e
VM Backups

VM backu PS are bisqlvmidev Restore points
m a n a g ed i n th e a Settings 49 Backup now "9 Restore VM ‘9 File Recovery (P... eee Y Filter
Recovery Services = ~ :

el | = 20 e
tered for last 30 days

‘ b 3 I CRASH CONSISTENT [i APPLICATION CONSISTENT FILE-SYSTEM CONSISTENT
RECOVEry s&ernvices vault ~AsSt DackKup status
Va u |t. BlRecoveryServicesVaultEastDey Success
Subscription name Last backup time
2/7/2017. 10:15:42 AM Filter items... All restere points v

\ e

Subscription 1D Latest restore poin
=== 3 TIME v CONSISTENCY A (ENCRYPTION

2/7/2017, 1 ~:-':6:"-’1,1 AM (1 hour(s) ago)
TO e n S u re th e VM tem type Oldest restore point -
b k | A:uré virtual machine 2/7/2017, 10:16:41 AM (1 hour(s) ago) m 2/7/2017,10:16:41 AM Application Consistent Encrypted
dCKUPS are also e P
BlBackupPolicyWeekly
encrypted, Azure
disk encryption is ..o
required. festore okl

Last 30 days 1

Last 7 days |




3asic Monitoring

Diagnostic Logs
D bankingadisdev - Diagnostics logs

Data Lake Store

A~ Search (Ctri+/]

ﬂ Encryption
U Firewall
ilil Pricing Tier
IT Properties

a Locks

® Automation script

DATA LAKE STORE
EEl Quick Start

@ Data Explorer

MONITORING

ilil Metrics

. Diagnostics logs

D bankingadlsdev - Activity log

Data Lake Store

A~ Search (Ctri+/)

E= Columns T Export q,m Log Analytics ﬁl Operation log (classic)

H o »

Select query ... b

Insights (Last 24 hours): 0 failed deployments | 0

Owverview alerts fired | 0 outage notifications
* Subscription @ Resource group @ Resource @ Resource type @
B Activity log Microsoft Azure Sp... ¥ BankingRGDev v All resources v All resource types
Timespan @ Event category @ * Event severity @ Event initiated by ©@
.
am Access control (IAM) _ C it
Last month v All categories v 4 selected v Email or name or s...
' Tags
% Diagnose and solve problems
Query returned 22 items. Click here to download all the items as csv.
U Fefresh
SETTINGS OPERATION NAME STATUS TIME TIME STAMP SUBSCRIPTION
* S i
E t .
Subscription o Resource group o Resource type o g nerypton P @ RunFinished Succeeded 4 d ago Sun Oct 08 2...  Microsoft Azure Sponsorshi
Microsoft Azure Sponsorship BankingRGDev v Diata Lake Store O Firewall
' @ Extensiondata Succeeded 4dago Sun Oct 08 2... Microsoft Azure Sponsorshig
] 1 1 i vy 11 1 - - -
Microsoft Azure Sponsorship . BankingRGDev ilil Pricing Tier @ Write Datapipelines Accepted 4 dago Sun Oct 08 2...  Microsoft Azure Sponsorship
[ ] [ ]
Turn on diagnostics to collect the following data. ACtIVIty Log
s Audit
* Reguests
» AllMetrics
SHARED SERVICES
Available metrics Metrics chart &7 Chart type Time range
A Alerts Line v Past week
: . BANKINGADLSDEV ¢
Fifter metrics... b
i"ﬁ Metrics _
You can only select metrics of the
Py _ _ same unit (bytes) 600kB
ilil Metrics (preview)
p
I:' Data Read SO0LE
,O Log Analytics Data Written
_ 400kB
o |:| Read Requests
ﬁ| Activity log
|:| Total Storage 300KB
Service Health |:| Write Regquests ||
200kE
SOLUTIONS 100kE
‘? Application Insights OkB
Oct 6 Oct 7 Oct 8 Oct 9 Oct 10 Oct 11 Oct 12

,@ Metwork watcher

Metrics

:? Management solutions

DATA WRITTEN @

549.71 k8B




Tip #9
Be Aware of Cost Savings
Techniques




Scaling and Pausing Compute Resources

Some services support pausing or stopping compute resources when it is idle.
Some services support scaling compute resources up & down to support varying demands.

.. Compute

Storage

/|

V4 "4 —

SQL Data
Warehouse

Data Lake
Store

/|

V4 "4 —

SQL Data
Warehouse

~
~
~
~
~
~
~
~
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~
~
~
~
~
~
~
~
~

SQL
Database

Blob
Storage

Data Lake

Analytics «@
P— D x|
m HDInsight

SQL Server in
. a Virtual
.. Machine

o

SQL Server in
a Virtual
Machine

Ability to Pause/Stop
to Save Compute S:

 Virtual Machine
v SQL Data Warehouse

No ability to pause:
> SQL Database




e
Co-Location to Avoid Data Egress Charges

Data egress charges are incurred when data leaves an Azure region. No charges to ingest data into Azure.
Data egress charges are very cheap — but they can easily add up at scale.

East US 2 Region

Corporate
Data

SQL Data
Warehouse

T
s

I

|

| /

| Y4 "4 e
.

| >

|

I

|

|
|
| A
|
oF :
—D Data Lak 4 Azure
Devices & . dta Lake Data Factory

Store
Sensors




Scale Lower in Dev/Test Environments

SOL databases

+ Add E= Columns E_J Refresh

Subscriptions: Analytics — Don't see a subscription? Switch directories

Filter by name... All locations

2 items
MAME f STATUS REFLICATION ROLE SERVER PRICING TIER
ﬂ sqlwaitssqldatabase Online Mone sqlwaitsserverdey Standard: 50
@ sqlwaitssgldatabase Online Mone sqlwaitsserverprod | 5tandard: 52

lj In a subscription model, developers and admins
‘J can have a huge influence on cost



e
Automatic Shutdown of VMs

Gl Overview - q Like auto-shutdown? DevTest Labs has more features to control costs and streamline your development workf vas.[_za:e:r:r: 'nu::rza: S h u 'td OW n ®
[ ]

= Activity log

yS— - v Auto-shutdown feature within the
& Taos Scheduled shutdown VM pro pertles

) S:00:00 P
X Diagnose and solve problems

Start;

SETTINGS (UTC-05:00) Eastern Time {US & Canada)

@ Availability set Send notification 15 minutes before auto-shutdown? ‘/ V M iS m a n U a | |y re Sta rted Wh e n n eed ed by
I

one of the developers

E,' Extensions |

(9 BISQLVM1Dev - Auto-shutdown
Virtual machine

A2 Search (Cirl+/)

! Metwark interfaces

U Size

2 s Production
48 sSOL Server configuration

. Shutdown & Start:

v A machine which needs to be restarted by
a certain time (ex: DB engine+SSIS) can be
= Shutting the VM down within

Windows does *NOT* stop done with: .
i e compute charges. It needs to o Azure Automation (PowerShell)
s - be de-allocated in Azure to o Microsoft Flow
reduce cost. o Azure Functions
O

etc...

Bl Automation sc ript

SCHEDULES




-
Saving Money Running Virtual Machines

Prepaid Reserved VM "“Burstable” B-Series VMs

Low Priority VMs on Azure Batch

Runs on a pool of VMs; takes
advantage of compute surplus in
Azure

Useful when:

v" Job completion time is flexible

v' Batch job can be parallelized &
distributed across VMs

https://docs.microsoft.com/en-
us/azure/batch/batch-low-pri-vms

https://blogs.msdn.microsoft.com/uk faculty

Upfront commitment for
compute capacity at a
large discount

Useful when:

v’ Predictable, long-term
workloads

https://azure.microsoft.com

connection/2017/05/14/microsoft-azure-
makes-vms-affordable-for-everybody/

/en-us/pricing/reserved-
vm-instances/

Accumulates ‘saved’ credits for
unused CPU cycles—uses the
credits for bursting

Useful when:

v Workload is small but a
dedicated VM is still
desirable

v' Bursts only occasionally
(ex: once a day)

https://buildazure.com/2017/09/11/m
ore-affordable-azure-vms-with-
burstable-b-series/



https://docs.microsoft.com/en-us/azure/batch/batch-low-pri-vms
https://blogs.msdn.microsoft.com/uk_faculty_connection/2017/05/14/microsoft-azure-makes-vms-affordable-for-everybody/
https://buildazure.com/2017/09/11/more-affordable-azure-vms-with-burstable-b-series/
https://azure.microsoft.com/en-us/pricing/reserved-vm-instances/

Azure services.

Useful for:
v’ Learning

v Experimenting

v' Proof of concept
v Throwaway work
v Non-production

Specify policies and
thresholds to control cost.

Requires active Visual Studio

subscription.

Dev/Test pricing options

Number of instances allowed

Monthly credit included*

Billing options

Billed usage

Allowed to run Windows 10 Virtual Machines

Service Level Agreement

Licensing terms

FOR INDIVIDUALS

Monthly Azure credits for Visual
Studio subscribers

One per Visual Studio subscriber
$50, $100, or $150

No credit card required

Credit card billing for overages
(invoicing available)

Overages are billed, after the
monthly credit is consumed

v

Only for Visual Studio Team Services,
Application Insights, and HockeyApp

Restricted to dev/test use only

For use by active Visual Studio
subscribers, and by end users providing
feedback and performing acceptance
tests

FOR TEAMS

Enterprise Dev/Test

Unlimited

None

Always billed to the Enterprise
Agreement

Consumes prepaid Azure Monetary
Commitment funds, if available

All usage is billed

v

Only for Visual Studio Team Services,
Application Insights, and HockeyApp

Restricted to dev/test use only

For use by active Visual Studio
subscribers, and by end users providing
feedback and performing acceptance
tests

e
Dev/Test Labs

Offers lower rates for certain

FOR TEAMS

Pay-As-You-Go Dev/Test

Unlimited

None

Credit card billing (invoicing
available)

All usage is billed

v

Only for Visual Studio Team Services,
Application Insights, and HockeyApp

Restricted to dev/test use only

For use by active Visual Studio
subscribers, and by end users providing
feedback and performing acceptance
tests

https://azure.microsoft.com/en-us/pricing/dev-test/

https://azure.microsoft.com/en-us/services/devtest-lab/



https://azure.microsoft.com/en-us/pricing/dev-test/
https://azure.microsoft.com/en-us/services/devtest-lab/

N
Efficient Use of Storage Tiers

Cost

Azure Hot Storage Data which is accessed frequently

Azure Cold Storage Data which i1s accessed less frequently
A4 Azure Archive Storage Data which is not accessed

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers



https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers

e
Virtual Machine Storage

Premium Disk Standard Disk

Managed Disk Billed for disk size reservation Billed for disk size reservation
Unmanaged Disk Billed for disk size reservation Billed for space used

Premium (SSD) " PG P10 P20 P30 P40 P50
IOPS & throughput Jisesize 32 GB 64 GB 128 GB 512 GB 178 > T8 478

are associated with Price per month $4.81 $9.29 $17.92 $66.56 §122.88 §235.52 $450.56

d |Sk S|Ze |IOPs per disk 120 240 500 2,300 5,000 7,500 7,500

Throughput per disk 25 MB/second 50 MB/second 100 MB/second 150 MB/second 200 MB/second 250 MB/second 250 MB/second

Standa rd (H DD) 54 S6 510 515 530 540 $50
|OPS & throughput Disk Size 32 GB 64 GB 128 GB 256 GB 1B 2TB 4TB
are based on VM size Price per month $0.77 $1.51 §2.95 95.67 VM Tier Basic Tier VM Standard Tier VM
+ tier + # of disks (promotional Max Disk size 4095 GB 4095 GB
Max 8 KB IOPS per disk Up to 300 Up to 500

Max Bandwidth per disk Up to 60 MB/s Up to 60 MB/s




e
Use Scripts to Override Detault Storage Sizes

Azure SQL DW CREATE DATABASE BankingSQLSQLDW
COLLATE SQL Latinl General CP1 CI AS

(

v Requires Premium storage
v’ Provisions 1 TB by default if

o , | MAXSIZE = 250 GB
initially created in the portal (or if EDITION = 'datawarehouse'
maxsize is unspecified in a script) SERVICE OBJECTIVE = 'DW100'

) ;

Virtual Machine

v’ Pre-built images provision 1 TB
by default



Azure Cost Management

( o5t ﬁ.\wh ()‘)! mirer ( ‘(H)li's ""V I:»‘,(’\

¢ Cawtyn Demo Adcount v

A service offering in Azure
from Cloudyn to monitor &
manage cloud spend. Basic
tier is free.

Management Dashboard v

o Cost Over Time o Asset Controller o Unused RI Detector o

Cost for 1ast Oy Number of Running Instances Number of unused Reserved Instances

Cost Entity Summary

7(:1-.1 Entities $26'O63 1 471' $1 ,241 ,959

Cost  Assetfs Optimizer Clouds My Tools & Demo Enterprise .
42 Accounts " 631 Ri Recomn
Actual Cost Over Time
Date Range < how/Hide Fields v Stacked == | |# |k MukiColor1 W
Date range: 2017-01-01-2017.. v
- Cost « MSP View o Profit Margin by Customer o Cost -« Customer View 0 Potential Savings o
Tags - Cost by Service and Datelime Total Cost: $733.933 Annual Propection Previous Mongh AN PrOMeCtion Instance Type Pcng Recommendations
Group by: t Provider=Azure Resolution=week Policy=Consolidated Total E-UG,gE:: Edit budget.,.
: ® ® e © = voye
Select options v O Daths e © et
Filter By e o ® «) e
® inum ® S d @ 4 an
© snses S A A ® e
GI‘OI.IPS Add + $100,000 - :‘::’::r;e:rs ‘ . . ‘.-; L . . .
2 Service x B Azure! w ’.. -q ® . . ? : < e
575,000 Websites .. o S — . St
Filter Add + Il Azure/VM l’ @ Ani v l S l @ caliege
Service show a v - B Azure/ e R
- . &} 350,000 Storage .. N
rovider h\zure W I Azure/SQL
I Azure/
“»
Extended Filters 525,000 Network
Resolution v W Azure/
Applications
Policy Consolidated v » A B AB AL D o AL AB g o AL AB B ol o AR e
" ;\\'Q N vV vE v ™ ,\\‘l'.‘: n‘f—'\' 'c{l'l'.a »° :h'f"w o T ’“}.\‘)‘b ,\-"'Q' O.ﬁ'\_L .ﬂ-’"q“
o ’P‘\"l’ fle‘{"’ o 1 s 14 o - ~ ‘LQ'\I rLQ\T’ s 1- N ;9-\1.’ 'LQ\TI’ = ’LQU o - o 1
DateTime
L]
https://docs.microsoft.com/en-us/azure/cost-management/



https://docs.microsoft.com/en-us/azure/cost-management/

Azure Advisor

A ‘best practices’
advisor to optimize
Azure deployments,
iIncluding cost
optimizations.

30

v) @« @ ¢ B 8 §

yft Azure Advisor recommendations

Advisor recommendations

! Download as CSV ! Download as PDF =% Configure

Subscriptions: 2 of 24 selected — Don’t see a subscription? Switch directories

f
|

2 subscriptions v | | All types v |

Overview High Availability (8) \_;3 Security (21) m Performance (1) Cost (2)
High Availability o) Security

8 Recommendations

271 Recommendations

1 High 7 Medium 0 Low 21 High 0 Medium 0 Low
impact impact impact impact impact impact

25 impacted resources 63 impacted resources

W Tips & tricks

You can customize Advisor to process recommendations for resources that matter to you the most.
Y You can optimize underutilized virtual machines to reduce your monthly Azure spend.
You can improve the performance of your SQL Azure databases.

® You can enable virtual machine backup to protect your data from corruption or accidental deletion.

Active

All (32)

|A|/| Performance

1 Recommendation

High Medium Low
1 impact O impact O impact

1 impacted resource

). Download recommendations as PDF

Download recommendations as CSV

JerryF@contoso.com (48
conTosO @

# X

2,876 uUsD

Cost savings/mo *

2 Recommendations

High Medium Low
2 impact 0 impact O impact

171 impacted resources

https://docs.microsoft.com/en-us/azure/advisor/advisor-overview



https://docs.microsoft.com/en-us/azure/advisor/advisor-overview

Demo

Auto-VM Shutdown +
SQLDW Pause +
SQLDB Scale




Tip #10

Understand Implications of
Storage Decisions for laaS VMs




N
Storage for VMs

Resource Group

D512 V2 Standard

The VHDs (virtual hard disks) >torage Account 4 cons oy
. . of disks allowed
behind a VM are in Azure Storage 28 GB depends on the
VM si
Blob (VH D-) E Eata disks >
'j' :.qmﬂlgpz
Blob (VHD) i E-E:E.GIESD
5{2} Load balancing
® /fyOU d@/Ete a VM in &8 Premium disk support
Jj Azure, don’t forget to Virtual Machine
also go delete the 485 09
related storage — Data Disk ORI
(if appropriate)

O/S Disk

The VM estimate

doesn’t include the
O/S disk or data disk(s)

Temp Disk

Don’t use the temp
disk for anything

persistent




e
Storage Decisions Related to VMSs

0 Managed or Unmanaged

Local is recommended per the

e Premium (SSD) or Standard (HDD) sios Prasiiaes evilils

e Redundancy (Local, Zone, or Geo-Redundant)

@ Encryption (Storage Service Encryption and/or Disk Encryption)

Premium Disk Standard Disk
Managed Disk Billed for disk size reservation Billed for disk size reservatipon
Unmanaged Disk Billed for disk size reservation Billed for space used

Can’t currently reduce a disk

Size reservation — though it
can be increased easily



-
Organizing Unmanaged Storage for VMs

All data for a single VM is in the same
storage account — it is a unit of

recovery in case of failure

RESOURCE GROUF ™~ LOCATION SKEU BILLINGCATEGORY (TAG) ™ EMVIRONMENTTYPE (TAG) ™ SUPPORTCOMNTACT (TAG)

INTERMALREPORTINGRGDEV

_| bisqlvmibckstdstrgdev InternalReportingRGDev East US Standard _RAGRS Internal Analytics Dev Bl & Analytics Team
_| bisqlvmldatastdstrgdev InternalReportingRGDev East US Standard _LRS Internal Analytics Dev Bl & Analytics Team
_| bisqlvmldiagstdstrgdev InternalReportingRGDev East US Standard _LRS Internal Analytics Dev Bl & Analytics Team

SALSKILLSWAITSLIBRARYRGDEV

| sqlwaitsbekstdstrgdev SOLSkillswWaitsLibraryRGDev East US Standard_RAGRS S5OLSkills Waits Library Dev Bl & Anahtics Team

_| sqlwaitsdiagstdstrgdev SOLSkillswWaitsLibraryRGDev East US Standard _LR5

lls Waits Library Bl & Anahtics Team

Read Access Geo-

Redundancy (RAGRS)

Backups (“bck”), Data, and :
for backup files

Diagnostic logging (“diag”)
are separated




e
VM Disk Performance

Premium (SSD) — IOPS & Throughput are Associated with Disk Size:

P4 P6 P10 P20 P30 P40 P50

Disk Size 32 GB b4 GB 128 GB 512 GB 1TB 2 TB 4TB

Price per month $4.81 $9.29 $17.92 $66.56 $122.88 $235.52 $450.56

|OPs per disk 120 240 500 2,300 5,000 7,500 7,500

Throughput per disk 25 MB/second 50 MB/second 100 MB/second 150 MB/second 200 MB/second 250 MB/second 250 MB/second

Standard (HDD) — IOPS & Throughput are Based on VM Size + Tier + # of Disks:

54 56 510 515 530 540 550
Disk Size 32 GB 64 GB 128 GB 256 GB 1TB > TB ATB
Price per month $0.77 $1.51 $2.95 $5.67 $20.48 $40.96 $81.92
(promotional) VM Tier Basic Tier VM Standard Tier VM
Max Disk size A095 GB A095 GB
Max 8 KB 1OPFS per disk Up to 300 Up to 500
https://docs.microsoft.com/en-us/azure/storage/common/storage-premium-storage
https://docs.microsoft.com/en-us/azure/storage/common/storage-standard-storage Max Bandwidth per disk Up to 60 MB/s Up to 60 MEB/s



https://docs.microsoft.com/en-us/azure/storage/common/storage-standard-storage
https://docs.microsoft.com/en-us/azure/storage/common/storage-standard-storage

e
Increasing Performance of Standard Disks (1/3

Storage Spaces (aka Virtual Disks) tabaces ? | J ? | J ’ J
: : , Data Files Log Files TempDB
are multiple Azure data disks in a
throughput and IOPS limits. Virtual Disk
(Storage Spaces) ' : '

storage pool to collectively share
. . . . 1500 IOPS, 180 MB/s Th 1500 IOPS, 180 MB/s Th 1000 IOPS, 120 MB/s Th
This aggregation of disks is helpful

T
due to lower Standard limits on IOPS | =~ (52 (pa Log Log emp ) [ Temp
& th roughput. Disk Disk Disk Disk DB DB
1 Igz.:\ts 3 1 I:I;ogk 3 Disk 1 || Disk 2

. . . IS IS

(Another alternative to increase disk > 2
. N N

performance 1S tO Spread Separate Each disk: 500 IOPS, 60 MB/s Throughput
database files on different disks.) Adapted from:

https://blogs.msdn.microsoft.com/sqlcat/2013/06/17/performance-
guidance-for-sql-server-in-windows-azure-virtual-machines/

IOPS = # of requests per second (OLTP workloads)
Throughput (Bandwidth) = 10PS x |/O size per specified interval (DW workloads)


https://blogs.msdn.microsoft.com/sqlcat/2013/06/17/performance-guidance-for-sql-server-in-windows-azure-virtual-machines/

ncreasing Performance of Standard Disks 2/3)

&> BISQLVM1Dev - Disks

P
£ Search (Ctri+ & Edit

OS disk . .
NAME BefOre dISk encryptlon ENCRYPTION HOST CACHING

B actviy og — has been configured

M Access control (IAM)

Note the single disk
& T Data disks OGICAL UNT NUMBLR LUN performance before

x o % LUN NAME SIZE STORAGE ACCOUNT TYPE ENCRYPTION HOST CACHING ;
agnose and solve problems : :
| n v it’s collectively
1 bisqlvmidatadisk1dev 550 GiB Standard_LRS Not enabled Read-only STORAGE ACCOUNT TYPE
SETTING Sty RS shared
2 bisqivmidatadisk2dev 550 GiB Standard_LRS Not enabled Read-only
B  Availability set
3 bisqlvmidatadisk3dev 550 GiB Standard_LRS Not enabled Read-cnly
9 - bisqlvm1logdiskidev 550 GiB Standard_LRS Not enabled None
[=; Extensions . -t
B Network interfaces 5 bisqlvm1logdisk2dev 550 GiB tandard_LRS Not enabled None Theougrout ima (MEJs
B Size 3 bisglvm1logdisk3dev 550 GiB Standard_LRS Not enabled None SOURCE INAGE
oOsoNSQLServer 7 SOLIVTESP d QLDTV / ‘atest
-3 :
& Backup 7 bisqlvmitempdbdiskidev 550 GiB Standard_LRS Not enabled Read-cnly
“H ) . 0
{ SQL Server configuration T
8 bisgivm 1tempdbdisk2dev 550 GiB Standard_LRS Not enabled Read-conly Cous hd
Properties Storage accounts > bisqlvmldatastdstrgdev > Blob service > vhds ~,
A
# X _\_.rhd_g + Add data disk pito/Sngivm 1datiestrpder DS corewrdonsnet A dubse vy st st 1devare -

& Locks

— S —
+ Container C_] Refresh A Upload O Refresh i Delete container  i= Properties , Access policy

Essentials Location:vhds
[ ]
NAME NAME

vhds

bisqlvm1datadiskidev.vhd to t h e V IVI
bisqlvmidatadisk2devvhd

Ea C h b I @) b h as ad bisqivm1datadisk3dev.vhd

BISQLVMI1Dev20170521150516.vhd

I e a Se W h i C h bisqivm1logdiskidevyhd B |
o - " bisqlvmllogdisk2devivhd r'
associates it with ob sto age

the VM container

bisghvm1tempdbdisk2dev.vhd



Increasing Pertformance of Standard Disks

This Is a tradeoff:
more complexity

for greater
performance at

lower cost

@ STORAGE POOLS

Server Manager * File and Storage Services * Volumes *» Storage Pools

(3/3)

-@1F

Manage Tools View

[ H- Servers | All storage pools | 3 total TASKS  ~
] Volumes _
_I Filter o, @ v @ - ©
| Disks

ﬂ Storage Pools i, Name Type Managed by Available to Read-Write Server Capacity Free Space Percent Allocated

4 \Windows Storage (3)
DataDisksStoragePool

LogDisksStoragePool
TempDBDisksStoragePool

DataVirtualDisk

Show All
General +
Health +

TN

£

Last refreshed on 6/16/2017 11:02:33 AM

Storage Pool

Storage Pool

Storage Pool

BISQLVM1Dev
BISQLVM1Dev
BISQLVM1Dev

BISOQLVM1Dev
BISQLVM1Dev
BISQLVM1Dev

BISOQLVM1Dev 161TB 000B
BISQLVM1Dev 1.61TE 0.00B
BISQLVM1Dev 1.07TE 0.00B

Details
: - VIRTUAL DISKS
MName: DataVirtualDisk
DataDisksStoragePool on BISQLVM 1Dev TASKS +
CF'FG perty: Interleave ) _
Filter P BB~ @~ ~)
Value:
262144 i\ Name Status Layout Provisioning Capacity Allocated WVolume

DataVirtualDisks

Stripe size should be 256KB for a

data warehousing workload, or

64KB for OLTP workload

Simple Fixed

161TB 161TB

PHYSICAL DISKS

Cl~
>108

dd Physical Dish

T 2 Qew Storage Pool... )

0 ( 5:5

Name

Msft Virtual Disk (BISQLVM1Dev) 550 GB
550 GB

230 GB

SAS Automatic Inted

Msft Virtual Disk (BISQLVM 1Dev)

SAS Automatic Inteq

Msrt Virtual Desk (BISQILVM1Dev) SAS Automatc Inted

Help



Demo

Azure Storage Account




Tip #1

Know When to Leverage ARM
and/or PowerShell




ARM Templates

Goal is for deployments to be e
modular & repeatable. 4 = ARMParameters |
Q DevValues.parameters.json
. . . &T ProdValues.parameters.json
Invest time in learning how to | 4 = arvTemplates
do ARM templates so you can | , _ & ARVResourcesjsor
make a good decision when to B DeploymentReadMe.txt
A PowerShell
use them. S
h k «38 DeployFromFileDrop.ps1
This Is known as .. I & RBACps1
”in f ras trUC ture . o smema,managem 1«8 Deploy-AzureResourceGroup.ps1

= [sqlServerName]

B [variables(‘fullSQLDBName"]
& [variables(‘fullSQLServerFirewallRule

as code” which

& [variables(fullSQLServerFirewallRule
5 IstorageSQLBackupsName]
C a n b e C h e C ke d &4 [storageSQLDiagnosticsName] }
.. [webAppServicePlanName]
E: [webAppName)
° . outputs (0)
INtO source )
b
"sqlServe
control from a
[ ] [ )
Visual Studio }
}s
"sglServe

[ ny
WA p o P P N "pgygg

"environmentName": {
"type":
"metadata”: {

"description”:

’
"allowedValues": [
"Dev"”,

"Test",
"Prod"

"metadata”: {
"description”:

Solution Explorer
@ o-adp@ k

Search Solution Explorer (Ctrl+;)

&P ARMDeploymentSQLSkillsSQLWaits

)

"string”,

"The environment this set of parameters applies to."

ARMResourcesjson ® X |

Schema: https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#
=h
"$schema™: "https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentversion”: "1.0.0.0",
“parameters": {
“environmentName": {
"type": "string",
"metadata”: {
"description”: "The environment this set of parameters applies to."

}

>
1lowedvalues": [
“Dev",
"Test",
"Prod"
]
}

b
qlServerAdminUser”: {
"type”: "string",
"metadata”: {
"description”:

}

)
qlServerAdminPW": {
“"type"”: "securestring”,
"metadata”: {
"description”: "The PW for the administrator account. This value should not be saved in source
control, sg, it is excluded from the companion parameters file."

"The administrator account (aka subscriber account) for the SQL Server."

}

\'N

"sqiDBEdition": {.
"type": "string",

"defaultvalue™: "Basic",

"allowedvalues": [
"Basic”,
"Standard",
"Premium”

]

2
"metadata”: {

"description”: "The edition for the Azure SQLDB."

¥
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rAdminUser™: {

Blog post on ARM deployments:
https://blogs.sentryone.com/melissacoates/getting-

~3  SEring’;

"The administrator account (aka subscriber account) for the SQL

started-with-automated-arm-deployments-in-azure/

Server."

rAdminPW": {

;i;iﬁ“ﬂﬁibdngubﬂw.m,dunnwﬂ¢4'”\u4’“*““‘w&‘.w#"h*-“LJa‘p"#“’Q4

project.
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ARM Templates

Use ARM if You Intend To...

v Include the configuration of Azure resources in source control (“Infrastructure as Code”),
and/or

v Repeat the deployment process numerous times, and/or
v Automate deployments, and/or

v Employ continuous integration techniques, and/or

v" Utilize DevOps principles and practices, and/or

Starting from the automation

v Repeatedly provision & de-provision testing infrastructure scripts in the portal is a good way

to learn, but you will want to

v Do something unsupported by the portal interface customize & tidy them up
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PowerShel

Automation is a balance of:
Wanting infrastructure in source code vs. little need for deployment repeatability

o/

PowerShell scripts can be useful for: 0TS (7

= 'InsertSubscriptionName’

° Deploylng ARM templates 'SQLSkillsWaitsLibraryRGDev'

'SQLSkillsSQLWaitsDeployment’
= '0:\Deployments\SQLWaits\2017-06-07\ARMResources. json'
= '0:\Deployments\SQLWaits\2017-06-07\DevValues.parameters. json'

» Tasks unsupported in the portal
» Deploying specific items

#ARM template deployment

¢ AZU re Data FaCtOry New-AzureRmResourceGroupDeployment °

* AAD service principal |
ResourceGroupName

¢ etC -TemplateFile

-TemplateParameterFile SparameterFilePath

* Managing resources

From:
. ASS|gn|ng tags https://blogs.sentryone.com/melissacoates/getting-
o Enab“ng disk encryption started-with-automated-arm-deployments-in-azure/

* Provisioning key vault
» Defining alerts
» Start/stop a virtual machine


https://blogs.sentryone.com/melissacoates/getting-started-with-automated-arm-deployments-in-azure/
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Recommendations for ARM and PowerShell

Use ARM for Provisioning Azure Resources When...

» Recognition of inter-dependencies is important
» Speed of deployment is important - ARM is faster than PowerShell or CLI
(due to parallel deployment)

Use PowerShell For...

» Execution of ARM template

» Execution of misc. or piecemeal deployments

* Management of resources (ex: start/stop a VM) often in conjunction with Azure Automation
» Execution of action, resource deployment, or configuration not supported by ARM



Demo

Automation Script in Azure Portal
_|_

Visual Studio ARM Project
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Key Takeaways

The pace of change in Azure is frequent—plan to keep up with announcements. New
features can change a previous decision really fast. New services and features are constant.

Look at using PaaS unless you really need an laaS solution — i.e., the simplest solution that
gets the job done. And expect complications, delays, and a learning curve along the way.

Don't shortcut the initial planning phase — do a POC if you can to learn. Don't assume a
feature is definitely available or works as you expect it to. For unfamiliar features or services,
consider creating a sandbox area to test & learn on first.

Plan to invest some time learning ARM templates & PowerShell, if you haven't already.

Pay attention to opportunities for cost savings. Developers & administrators have a huge
Impact on cost in the cloud.
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Resources

Conceptual documentation:  https://azure.microsoft.com/

Reference documentation: http://msdn.microsoft.com/

Documentation: https://docs.microsoft.com/en-us/azure/

Samples: http://github.com/azure-samples

Templates: https://github.com/Azure/azure-quickstart-templates

Azure Architecture Center: https://docs.microsoft.com/en-us/azure/architecture/
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http://msdn.microsoft.com/
https://docs.microsoft.com/en-us/azure/
http://github.com/azure-samples
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https://docs.microsoft.com/en-us/azure/architecture/

