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Goals for This Session

oShare decisions and lessons learned from a recent Azure implementation
e Introduce key concepts for a deployment to Azure

9 Discuss items involved with building a DW environment in Azure

Azure services & features change frequently.

The information in the presentation is accurate as of mid-August 2017.
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Agenda

1 Key Azure Concepts
1 Deciding on Azure VM vs. Azure SQLDB vs. Azure SQLDW
1 Additional Planning Considerations

1 Building the Azure Environment

 Structuring Dev, Test, & Prod Environments

J Naming Conventions & Tags Out of scope:

J Configuration Decisions o Linux deployments
J Automation & Scheduling o Azure Stack & private cloud deployments
1 Monitoring the Solution o On-premises physical & virtualized deployments

(including Fast Track DW & APS/PDW)

Security in depth (though we touch on a few points)
Networking & connectivity

Troubleshooting, performance tuning & growth
Details on how to install and configure SQL Server

1 Key Takeaways & Open Q&A

O O O O



Key Azure Concepts



The Azure Lingo

& Azure Directory

Subscription Subscription

Resource Group Resource Group

Subscription
Resource Resource Resource Group P

Resource Resource ..
Resource Group Subscription

Azure Resource Manager (ARM)

AEAL

Azure Active Directory
Irectory

-//azure.microsoft.com/en-us/overview/what-is-cloud-computin Office 365 Power Bl

https://azure.microsoft.com/en-us/overview/cloud-computing-dictionar



https://azure.microsoft.com/en-us/overview/cloud-computing-dictionary/
https://azure.microsoft.com/en-us/overview/cloud-computing-dictionary/
https://azure.microsoft.com/en-us/overview/cloud-computing-dictionary/
https://azure.microsoft.com/en-us/overview/cloud-computing-dictionary/

Resource Groups

Planning for resource groups is critical

Subscription

Resource Group Resource Group

Resource Resource
Resource Group

Focus on:

o Logical organization
o Permissions

o Policies

Resource Resource

Resource Group

We have learned:

v' Keep resource groups more narrow than broad

v" Select the region (location) carefully Scope of ARM automation scripts
(exception: Resource Explorer)




Examples — Resources & Resource Groups
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laaS vs. PaaS vs. Saas

Shared
Infrastructure

(Lower Cost)
N

N

Dedicated
Infrastructure

(Higher Cost of
Ownership)

& Public Cloud

Platform

as a Service
Infrastructure
: GEED),
as a Service
(EEN), Azure SQLDB
. &
SQL Serverin a Azure SQLDW

Virtual Machine

Software Highly
as a Scalable
Service N
(Saa$S)
Power Bl,
Office 365

é_ﬁ_ On-Premises

Virtual
Server

Physical
Server

Azure Stack (Private Cloud)

N
Limits to
Scalabllity

More Control

(Higher Administration Effort) < )

Less Control

(Lower Administration Effort)



Compute vs. Storage
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Some resources scale, Or even pause, compute separately from storage.



Deciding on Azure VM
vs. Azure SQLDB
vs. Azure SQLDW



e
Comparing the SQL Offerings in Azure (1/2)

> o8 Ty

SQL Server in a Virtual Machine Azure SQL Database Azure SQL Data Warehouse
(laaS) (Paa$) (Paa$)
Run full workload within an A relational database-as-a-service (DBaa$) An data warehouse-as-a-
Azure virtual machine, service (DWaaS) optimized
including SQL Server, SSIS, / \ for performance and large-
SSAS, SSRS, etc Non-Managed Managed Instance scale distributed workloads

A traditional Azure Newer - closer feature MPP a.rchitecture
SQLDB deployment  parity to SQL Server (masswfely parallel
(isolated DB) (instance level features) ~ Processing)



e
Comparing the SQL Offerings in Azure (2/2)

o o8 Ty

SQL Server in a Virtual Machine Azure SQL Database Azure SQL Data Warehouse
(laaS) (Paa$) (Paa$)

Best for: Best for: Best for:

v’ Migrating existing solutions v'New database solutions v'DW with larger data volumes

v' Running any software and/or (If a DW it should be < 4TB data size-- (bare min. of 1-4TB)

all SQL Server features sharding across DBs is not suitable for \/Aoility to scale compute

v' Administering all aspects o WOrkl-oadS) - : up/down, or pause (elasticity)
. P v’ OLTP with scaling & pooling v'Data Lake Store integration
v' Bring your own license needs (unpredictable workloads)

(relational + nonrelational data)
v'Reduced administration of v'Reduced administration

v’ |Isolated dev/test environments
DB, OS, HA, and DR .
v SLA: for the VM v'SLA: for the database

(Software Assurance)

v'SLA: for the database

More info: https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas



https://docs.microsoft.com/en-us/azure/sql-database/sql-database-paas-vs-sql-server-iaas

e
Key Differences with Azure SQL Database

Many features go first to Azure SQLDB (“cloud first”). ™ S server frire SQL Detabase
Active geo-replication Mot su ppl:_nrte:.j.— see Always On supported
However, there are some key features Avalabilty Groups
n Ot ava i I a b I e i n SQLD B ( Pa a S) : Always Encrypted Supported Supported - see Cert store and Key vault
O PO Iy Ba Se AlwaysOn Availability Groups Supported Mot supported - See active geo-replication
. Attach a databaze Supported Mot supported
o R Services
Application roles Supported Supported
O Ch a nge d ata Ca ptu re Auto scale Mot supported Supported - see Service tiers
O C I—R Azure Active Directory Mot supported Supported
O D B S n a pS h OtS Azure Data Factory Supported supported
o Some T-SQL syntax S g eSRRaah e PSugeiet. s g
o Profiler Full list:
o Non-primary filegroups https://docs.microsoft.com/en-us/azure/sql-

database/sqgl-database-features

Also, some features rely on Premium edition:
o Columnstore indexes


https://docs.microsoft.com/en-us/azure/sql-database/sql-database-features

.
Key Differences with Azure SQL Data Warehouse (1/2)

Control Node

MPP Architecture

Shared-Nothing Architecture

Compute
Node

Decoupled Storage & Compute

Data Storage Scale Up, Down, Pause
PolyBase




.
Key Differences with Azure SQL Data Warehouse (2/2)

Not All Features Supported Control Node

Different Data Loading Patterns

Compute Compute Compute

Distribution Keys are Critical NloJo[< Node NloJo[<

Denormalized Data Model is Best Data Storage

Take time to educate yourself on the key differences
with the MPP architecture—it will affect the design &
the data load processes




L
Our Decisions on What to Use

: o ey

SQL Server in a Virtual Machine Azure SQL Database Azure SQL Data Warehouse
(laaS) (Paa$) (Paa$)

We are using a VM for: We are using SQLDB for: We put SQLDW on roadmap:

v' SQL Server DW v" A specific use case: public v" Future data growth

v Integration Services reporting solution via v’ Future PolyBase

v’ Analysis Services (MD) SQLSkills Waits Library integration with multi-

v’ Master Data Services v’ This SQLDB is loaded from structured data in Azure

v" R Services the DW (in SQL Server) Data Lake Store

Requires some refactoring of
the data load processes so we

We need VMs for SSIS and SSAS

anyway, so we couldn’t justify
migrating the relational DW to a
PaaS solution at this time

are planning the move to
SQLDW strategically




Our Current State
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Additional Planning
Considerations



Our Goals & Requirements for the Move to Azure

Expand infrastructure to support future growth

Ensure ability for Analytics Team to manage Support existing solutions with
environment independently little to no redesign or refactoring

Secure connectivity via VPN Minimize cost where practical

Acceptable performance of hourly ETL jobs

Think about trade-offs you're willing to make for cost, performance, security,
regulatory compliance, DR/backups/redundancy, and simplicity



Initial Planning Before Provisioning Any Resources (1/3)

o Licensing and Editions
First Steps o Full Cloud Implementation vs. Hybrid (Partially On-Premises)
o laaS vs. PaaS decisions; feature comparison

o Big 3: Storage, memory, CPU
Capacity Planning o Networking
& Cost Estimates o Scalability needs
o Cost estimates: https://azure.microsoft.com/en-us/pricing/calculator/

O

High Availability & Down time sensitivity (RPO, RTO)
Disaster Recovery o SLAs from Azure

Compliance & O Compliance: https://www.microsoft.com/en-us/trustcenter/compliance/default.aspx
Security



https://azure.microsoft.com/en-us/pricing/calculator/
https://www.microsoft.com/en-us/trustcenter/compliance/default.aspx

Initial Planning Before Provisioning Any Resources (2/3)

Domain service
accounts &
credentials

Azure region:
primary location

&
data redundancy

O O O O O

O O O O O O

How administrative & owner permissions will work if decentralized
Read and/or write permissions for source or related systems

One domain service account per service, per environment

Sync to Azure Active Directory for domain users & groups

Service principals for certain resources in Azure are very important

Geographic location of data

Proximity to business users

Co-location of related resources

Minimizing latency

Minimizing data egress charges (very inexpensive though)
Not all resources/services are available in every region



Initial Planning Before Provisioning Any Resources (3/3)

: : We went with a backup/restore approach for the
Migration Methoc SQL Server files for the DW.

The exception to this was SSISDB custom auditing
& logging objects. This DDL was deployed from
SSDT after the SSISDB catalog was configured.

Backup/ Upload

Restore a VHD

Fail Over from

Replication
AlwaysOn P
Info on migration techniques:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-
machines-windows-migrate-sql
Ship a Database

Azure SQL Data Warehouse migration utility:

Hard Drive Migration Service https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sqgl-data-warehouse-
migrate-migration-utility



https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-migrate-sql
https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sql-data-warehouse-migrate-migration-utility

Structuring
Dev, Test & Prod
Environments



Separation of Dev, Test, Prod Environments

Most commonly environments are segregated by:
1. Resource Groups,
2. Subscription, or

3. Directory, or
4. A combination of 1 and 3, or 2 and 3

j Dev j Test E Prod
Environment Environment

Environment

Deploy Deploy Deploy
from via ARM via ARM
Visual Template Template

Studio

For large or multi-tenant implementations: be aware of Azure limits before deciding.



Option: Separate By Directory

Dev Directory Test Directory Prod Directory Pros:
. 5 v' Clear boundar
& L o /

Subscription Subscription Subscription

v’ Offers the most scalability

Cons:

/ .
Resource Group: Resource Group: Resource Group: More infrastructure to

Internal Rptg Internal Rptg Internal Rptg Manage
v A lot of objects intermixed

in a subscription - need

Resource Group: Resource Group: Resource Group: clear resource group names
SQLSkills Waits SQLSkills Waits SQLSkills Waits and/or tags to tell what

belongs to which team
Other Team Other Team Other Team
RGs RGs RGs

Subscription Subscription Subscription




e
Option: Separate By Subscription

Directory Pros:

y / / v’ Clear boundary
o Lt Test o« Prod

Subscription Cons:

Subscription
P v Cannot always provision

Subscription

Resource Group:
Internal Rptg

Resource Group:
SQLSkills Waits

Other Team
RGs

Resource Group:
Internal Rptg

Resource Group:
SQLSkills Waits

Other Team
RGs

Resource Group:
Internal Rptg

Resource Group:
SQLSkills Waits

Other Team
RGs

new resources if you’'re just
an owner at the resource
group level

v’ Separate virtual networks &
VPN set up

v" A lot of objects intermixed
in a subscription - need
clear resource group names
and/or tags to tell what
belongs to which team



Option: Separate by Resource Group

Directory

%
“ Analytics Team Subscription

Resource Group: Resource Group: Resource Group:

Internal Rptg Internal Rptg Internal Rptg
Dev Test Prod

Resource Group: Resource Group: Resource Group:

SQLSkills Waits SQLSkills Waits SQLSkills Waits
Dev Test Prod

Other Team Subscriptions

We are currently using this option.

Pros:

v’ Isolation of subscriptions by the
team who owns/manages

v’ Set up of virtual network & VPN
just once

v’ Co-admin privileges easier to
delegate at the subscription
level for each team

v’ Billing segregation

v’ Less likely to hit Azure limits

Cons:

v More risk because Prod is
mixed in with Dev & Test
(mitigate w/ diff IDs to access
Prod resources)



Naming Conventions
& Tags



Naming Conventions sbject nares b

close enough

Purpose = Type of Service 2 Environment [0] Resource Groups

v’ Type of service in the name helps with logging/metrics nternalReportingRGDev
in monitoring scenarios nternalReportingRGTest
nternalReportingRGProd

v’ Environment as the suffix makes any concatenations Virtual Machines
easy within scripts S

BISQLVM1Dev
BISQLVM1Test
BISQLVM1Prod

v’ Prod is enumerated because we work within one
subscription

Storage Accounts

v No dashes since all services don’t allow them BISQLVM1DataStdStrgDev
BISQLVM1BckStdStrgDev
v Camel case if the service allows it; otherwise lower case BISQLVM1DiagStdStrgDev

More info on naming conventions: http://www.sqlchick.com/entries/2017/6/24/naming-conventions-in-azure



http://www.sqlchick.com/entries/2017/6/24/naming-conventions-in-azure

Standard Tags

Tags are very helpful for:

v’ Billing or cost center categories

v Environment names

v’ Project or system

v’ Purpose or application

v’ Team, department, business unit

v Who owns or supports a resource

v’ Release or version #s (ex: testing infrastructure)
v’ Archival date (ex: if needed only temporarily)
v’ Patching or maintenance window or SLA
v' Which customer it applies to (ex: if an ISV)
v etc...

¢ BISQLVM1Dev - Tags

1 — = L= —
Virtual machine

o Overview
H Activity log

. L. - e gy R A
s Access control (JAM)

't i Tags )

% Diagnose and solve problems

SETTIMGS
& Availability set
& Disks
Y Extensions

! Metwork interfaces

Try to assign tags right away so
you don’t have partial billing
without tags assigned

Klue pairs that enable you to categorize resources

billingCategdry : Internal Analytics
environmentType : Dev

supportContact : Analytics Team

"Standard 10 - Table Write Operation Units (in 10,000s)" "Microsoft.Storage” "internalreportingrgdev"
"Standard IO - Page Blob/Disk (GB)" "Microsoft.Storage" "internalreportingrgdev”
"Standard IO - Table (GB)" "Microsoft.Storage™ "Iinternalreportingrgdev"

Meter Name *  Consumed Service v | Resource Group Y Tags
"Standard 10 - Block Blob Read Operation Units (in 10,000s)"  "Microsoft.Storage" "internalreportingrgdev"”

"{"billingCategory":"Internal Analytics”,"environmentType":"Dev","supportContact":"Analytics Team"}"

"{"billingCategory":"Internal Analytics","environmentType":"Dev","supportContact":"Analytics Team"}"

"{"billingCategory":"Internal Analytics”,"environmentType":"Dev","supportContact":"Analytics Team"}"
“{"billingCategory":"Internal Analytics","environmentType":"Dev","supportContact”:"Analytics Team"}"

More info on tags: http://www.sqlchick.com/entries/2017/7/15/powershell-for-assigning-querying-tags-in-azure



http://www.sqlchick.com/entries/2017/7/15/powershell-for-assigning-querying-tags-in-azure

Configuration Decisions:
Azure SQL Database



e
Use of Azure SQLDB

< Azure Resource Group: SQL Skills

We’re using Azure SQL Database for a new solution just SQLSKills Waits Library Waits Library

created recently. -
y @ Cache ’

SQL databases

sqlskills.com/help/waits/

Azure SQL Web App
o 2od == columns Q) Refresh Database
o | D Dev is scaled lower
Subscriptions: Analyiics — Don't see a subscription? Switch directories Backups &
\V/ g

Filter by name... All locations to save cost Logging
2 items (]j(])-

MAME STATUS REPLICATION ROLE SERVER PRICING TIER

_ Storage App Service

ﬂ sqlwaitssqldatabase Online MNone sqlwaitsserverdev Standard: 50 Account Plan

@ sqlwaitssqldatabase Online Maone sglwaitsserverprod | Standard: 52 \

| N

Alerts

Our solution contains aggregate, anonymous data.

There is no Virtual Network/VPN functionality for SQLDB or SQLDW vyet
(coming in “Managed Instances” of Azure SQLDB).



e
Firewall for Azure SQLDB Up t0 5,000

databases per

. server
A firewall can be set at the server level, or at Azure SQL Server

the database level. D <> <>

Azure SQL Azure SQL Azure SQL
Database Database Database

Server level firewall rules can be set in the
portal:

@ salwaitssqlserverdev - Firewall
S0L server

Fse Xows dasscens Database level firewall rules must be
@ Cveniew ” Connections from the IPs specified below provides access to all the databases in SEt With T_SQL' Although that makes

sglwaitssglserverdev.

H' Activity log e o ° o .
them less visible, it is a better practice.

sha Access control (IAM] Allow access to Azure services ON OFF

' Tags

Client IP address 69.132.8.138
x Diagnose and solve problems
RULE NAME START IP EHMD IP
SETTINGS
Quick start Allow 51 Office 97.60.130.220 97.60.148.250 :
Try to assign a name to each

G Firewall ) M. Coates Home £9.140.8.1358 £9.140.8.133

entry. The generic default
name isn’t helpful.




Configuration Decisions:
SQL Server In
Azure Virtual Machine



Virtual machines

Directony

o 2dd == Coumns ) Refresh

- Virtual machines and Virtual
r machines (classic) can now be
| managed together in the combined

ist below.

Subscriptions: 1 of 2 zelected - Don't see a
subscription? Switch directories

k= e 3
Filter by name...

2 items

MaME
BISQLVMA Dev e
BISQLVMZ2Dey e

There’s not currently
a VM image which is

Fast Track certified

Starting Point: VM Image

Compute

SQAL Server settings

SQL connectivity @

Private (within Virtual Metwork]

SQL Authentication @

Disable

S0L Server 2016 5P1 Standard on Windows Server 2016

El
E Free License: 0L Server 2016 5P1 Developer on Windows Server 2016
B3l SOL Server 2016 SP1 Enterprise on Windows Server 2016

Free License: QL Server 2016 SP1 Express on Windows Server 2016
50L Server 2016 5P1 Web on Windows Server 2016

E {BYOL} 5AL Server 2016 SP1 Enterprise on Windows Server 2016

E {BYOL]} 54QL Server 2016 5P1 Standard on Windows Server 2016

FUELISHER

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Enakle

Storage configuration @

Data warehousing

D512_V2 Standard

4
28

Cores

G3 €RAM

8
Data disks

12800
Max IOP%

56 GB
Local 550

Load balancing

Premium disk support

485.0

Storage configuration

Select your desired performance, storage size,
and workload to optimize the storage on your
virtual machine,

Storage size (TEB)

|:| 1

1 data disks will be added to the virtual machine,
This value was computed based on the value of
QP%, throughput, and storage size

Storage optimization @

Data warehousing b

Genera
Transactional processing

CDate warehousing :)

If the VM scale you want isn’t available: http://www.sqlchick.com/entries/2017/3/30/why-

some-azure-vm-sizes-are-unavailable-when-resizing-in-the-portal

This sets storage disk
stripe size to 256KB and
trace flags 610 & 1117


http://www.sqlchick.com/entries/2017/3/30/why-some-azure-vm-sizes-are-unavailable-when-resizing-in-the-portal

Best Practices Guidance

Azure / Virtual Machines / Windows

it Performance best practices for SQL
Server in Azure Virtual Machines

> Get Started 2017-4-28 = 11 min to read = Contributors § & § @
¥ How to
> Configure High Availability .
> Manage Overvlew
> Backup and restore This topic provides best practices for optimizing SQL Server performance in Microsoft
Azure Virtual Machine. While running SQL Server in Azure Virtual Machines, we
practices recommend that you continue using the same database performance tuning options
Configure storage that are applicable to SQL Server in on-premises server environment. However, the
Application patterns performance of a relational database in a public cloud depends on many factors such as
> Reference the size of a virtual machine, and the configuration of the data disks.

Most of the guidance in this Performance Best Practices

article is implemented in the pre-built image.
https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/sql/virtual-machines-windows-sql-
performance

Area

VM size

Storage

Disks

/O

Feature specific

Optimizations

D53 er higher for 5QL Enterprise edition.

D52 or higher for 5QL Standard and Web editions.

llse Premium 5torage. Standard storage i1s only recommended for dev/test.
Keep the storage account and 5QL Server VM in the same region.

Disable Azure geo-redundant storage (geo-replication) on the storage account.

Use a minimum of 2 P30 disks (1 for log files; 1 for data files and TempDE).

Avoid using operating system or temporary disks for database storage or logging.

Enable read caching on the disk(s) hosting the data files and TempDB.

Do not enable caching on disk(s) hosting the log file.

Important: 5top the 50L Server service when changing the cache settings for an Azure VM disk.
Stripe multiple Azure data disks to get increased |0 throughput.

Format with documented allocation sizes.

Enable database page compression.

Enable instant file initialization for data files.

Limit or disable autogrow on the database.

Disable autoshrink on the database.

Move all databases to data disks, including system databases.
Mowve 5QL Server error log and trace file directories to data disks.
Setup default backup and database file locations.

Enable locked pages.

Apply 50L Server performance fixes.

Back up directly to blob storage.



https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-performance

e
Changes Made to Pre-Built VM Image

We started with a pre-built image, and made
customizations after it was domain-joined,
such as:

 Domain service accounts for each service
* Disable unused services

* Disk structure + permissions
G: Data
L: Logs
T. TempDB

* Enable disk encryption
* Policies (volume maintenance, etc)

Eﬁ Sql Server Configuration Manager

File Action View Help Before Changes:

|7 d= H

ﬁ SQL Server Configuration Manager (Local) Name State Start Mode Log On As
o] SQL Server Services
4 SQL Server Network Configuration (32bit
':—15 50L Native Client 11.0 Configuration (321
j_ SQL Server Network Configuration

f_p’)SQL Server Integration Services 13.0 Running Automatic NT Service\MsDtsServer130
f_p'JSCIL Full-text Filter Daemon Launcher (MSSQLSERVER) Running Manual NT Service\MSSQLFDLauncher
5 5QL Server Launchpad (MSSQLSERVER) Stopped Manual NT Service\MS55QLLaunchpad

% SQL Native Client 11.0 Configuration E!)SQL Server (MSS5QLSERVER) Runnin g Automatic NT Service \MSSQLSERVER
[ SQL Server Analysis Services (MSSQLSERVER) Running Automatic NT Service\MS5QLServerOLAP Service
3 SQL Server Reporting Services (MSSQLSERVER) Running Automatic NT Service\ReportServer
f_-'jSQL Server Browser Stopped Other (Boot, Syste...  NT AUTHORITYALOCALSERVICE

E‘E) SQL Server Agent (MSS5QLSERVER) Running Manual MNT Service\SQLSERVERAGENT

SQL Server changes for each new VM:

Enable the remote DAC

Default database file locations

Fill factor settings at database level
Optimize for ad hoc workloads
Max degree of parallelism

Cost threshold for parallelism
Startup parameters & trace flags
Expand # of TempDB files & relocate
Time of SSIS maintenance job
Default for backup checksum
Limited account to act as DBOwner
etc...




Storage

The VHDs (virtual

hard disks) behind
a VM are in Azure
Storage.

Resource Group

Storage Account

Blob (VHD)

Blob (VHD)

Blob (VHD)

Virtual Machine

Storage Pool

Physical
Disk

Physical
Disk

Physical
Disk

vhds

Container

A Upload Q) Refresh [ Delete container = Properties

Location: vhds
Search blobs by prefix (case-sensitive)
MHAME
bisglvmidatadiskldev.whd
bisglvmidatadisk2dev.whd
bisglvmidatadisk3dev.whd
BISQLVMIDev20170521150516.vhd
bisglvmilogdiskldev.vhd
bisglvmilogdisk2dev.vhd
bisglvmllogdisk3devwhd
bisglvmitempdbdiskldev.whd

bisglvmitempdbdisk2dev.vhd

The lease associates it

with the VM

Blob properties

bisglvmdatadiskidev.vhd

i Download [l Delete

This blob has an active lease and
80 cannct be deleted. Click here to learn
mare about leases,

MAME

bisglvm1datadiskidev.vhd

LRL

hittp=//bisqlvm 1datastdstrgdev.blob.co...

LAST MODIFIED

71,2007, 702943 AM

TYPE

Page blob

SIZE

550 GIBE

ETAG

Ox804C8502348D03735

COMTEMT-MD5S

LEASE 5TATUS

Locked

LEASE STATE

L egsed

LEASE DURATICON

Infinite




Backups (“bck”), Data, and All data for a single VM is in the same

StO ra ge Diagnostic logging (“diag”) storage account —it is a unit of

are separated recovery in case of failure

NAME RESOURCE GROUP BILLINGCATEGORY (TAG) ™ ENVIRONMENTTYPE (TAG) SUPPORTCONTACT (TAG)

INTERMALREPORTINGRGDEY

Associated with Azure = bisglvmibckstdstrgdev InternalReportingRGDev East US Standard_RAGRS  Internal Analytics Dy Bl & Analytics Team
Y SIEEN)) — | | _

bisglvmidatastdstrgdev InternalReportingRGDev East US Standard_LRS Internal Analytics Dev Bl & Analytics Team

bisglvmildiagstdstrgdey InternalReportingRGDev East US Standard_LRS Internal Analytics Dev Bl & Analytics Team

SALSKILLSWAITSLIBRARYRGDEY

Associated with Azure [e= sqlwaitsbckstdstrgdev SQLSkillsWaitsLibraryRGDev East US Standard_RAGRS _ SQLSkills Waits Library Dev Bl & Analytics Team
SQLDB (PaaS) -
SQLSkillswWaitsLibraryRGDev East US Standard _LRS S5OL5Kills Wa = A s hvtics Team

sqlwaitsdiagstdstrgdev

Geo-redundancy (GRS)

for backup files

Managed/Unmanaged
We chose to use unmanaged storage as shown above (managed was released to preview
during our implementation). Managed VM storage doesn’t display in the portal.

Premium/Standard
We are using standard storage for VMs in Dev and Test, and Premium in Production.



e
VM Disks (1/8)

e Disk Management

Default dlSkS File Action View Help
o &= 7 HMA »E
provisioned by

Volume Layout Type File System Status Capacity Free Space | % Free
. - () Simple Basic NTFS Healthy (System, Boot, Active, Crash Dump, Primary Partition) 127.00 GB 93.11 GB 78 %
t h e p re- b Ul It V M = SQLVMDATAT1 (F:) Simple Basic NTFS Healthy (Primary Partition) 1021.87 GB 1020.12GB 100 %
. == [emporary Storage (D:) Simple Basic NTFS Healthy (Page File, Pnimary Partition) 14.00 GB 12.82 GB 92 %
image.
) = Disk 0 e
We omitted the | e« ©
127.00 GB 127.00 GB NTFS
. . Online Healthy (System, Boot, Active, Crash Dump, Primary Partition)
F: drive (after e o
MOoVvINg TempDB = Disk 1 e
t - t Basic Temporary Storage (D)
14.00 GB 14.00 GB NTFS
O ItS p ro pe r Online Healthy (Page File, Primary Partition)
drive).
= Disk 3 R R R R ———————————
Basic SQLVMDATA1 (F)
1021.88 GB 1021.87 GB NTFS
Online Healthy (Pri Partiti
The default data calthy (Primary Partition)
disk size is 1TB

To release the lease on the storage blob: Don’t forget to delete the file in Azure
1. Delete the volume, and Storage as well.
2. Detach disk from the VM



VM Disks (2/8)
Virtual Disks): multiple Azure data disks

? Log Files J P TempDB J
in a storage pool to collectively share

throughput and 10PS, imits
(Storage Spaces)

. . . . 1500 IOPS, 180 MB/s Th 1500 IOPS, 180 MB/s Th 1000 IOPS, 120 MB/s Th
This aggregation of disks is helpful due

We are using Storage Spaces (aka Databases ? Data Files J

.
to lower Standard limits on IOPS & ot Dt Dicke | Data Data Log Log emp ) Temp
throughput. Disk Disk Disk Disk DB DB
1 [[))?ts 3 1 I;ogk 3 Disk 1 || Disk 2

. . . IS IS

(Another alternative to increase disk 5 2
. ./ -/

performance IS to Spread Separate Each disk: 500 I0PS, 60 MB/s Throughput

database files on different disks.) Adapted from:

https://blogs.msdn.microsoft.com/sqlcat/2013/06/17/
(Ol =@ TR IERE el saeeie] (I erformance-guidance-for-sqgl-server-in-windows-
Throughput (Bandwidth) = I0OPS x |/O Size per & ; 5 . 9



https://blogs.msdn.microsoft.com/sqlcat/2013/06/17/performance-guidance-for-sql-server-in-windows-azure-virtual-machines/

VM Disks

Step 1: Check max # of disks which can be attached

to the VM ok
Max # of

disks which

can be
added

Step 2: Add disks to VM (Azure portal or
PowerShell)

B Activity log

LR - b A KA
i Access control (JAK)
& Tz0:

}( Diagnose and sohve problems

Step 3: Add storage pool with disk striping

Stripe size (virtual disk interleave) for DW workload: 256K
Volume allocation unit size: 64K

SETTIMGS
& Availability set
&= Dizks
Y Extensions
! Metwork interfaces

@=

¢ Backup

Step 4: Create folders + reassign SQL Server pathing
to your preference

{8 SOL Server configuration
1*  Properties

ﬂ Locks

o8 Auvtomation script

Choose a size

Browse the available sizes an

D512 v2 Standard DsS12 V2 Standard

4
28

Cores

GE
8

# Data disks
2 12800

Max I1OPS

56 GB
Local 55D

% Load balancing

Premium disk support

16
112

—

5 50000

DsS14 V2 Standard DS15 V2 Standard
Cores 20 Cores
GE 140 8
32 == 40
Data disks ===  Data disks
a 62500
Max 10PS Max 0P
224 GB 280 GB
Local 55D BB ocaisso
% Load balancing L;’ Load balancing

Premium disk support

1,570.58

d their features

8
56

e

Cores

GB

16
Diata disks

5 25600
Max IOPS

ax IDPs

112 GB
Local 550

Load balancing

Premium disk support

Premium disk support

1,963.42



&< BISQLVYM1Dev - Disks

VM Disks =~

Crverview

Activity log

Access control (1AM)

Step 2: Add
disks to VM
(Azure

portal or
PowerShell)

" Tags

j( Diagnose and solve problems

B network interfaces

& Size

i+ Backup
ﬁ- 5QL Server configuration

Properties

o ( 4 / 8 )
05 disk
MAME SIZE STORAGE ACCOUNT TYPE EMCRYPTION HOST CACHING
BISQLYM1Dey Standard_LRS Mot enabled Read/write
Data disks
LUM MAME SIZE STORAGE ACCOUNT TYPE EMCRYPTION HOST CACHING
1 bisglvm1datadisk 1dev 550 GiB Standard_LRS Mot enabled Read-only
2 bisglvm1datadisk2dey 550 GiB Standard_LRS Mot enabled Read-only
3 bisglvm1datadisk3dev 550 GiB Standard_LRS Mot enabled Read-only
+ Add data disk

> bisglvmildatadiskldev (unmanaged)
BISQLVYM1Dev

MAME

bisglvm1datadiskidey

LOGICAL UMIT MUMEBER (LUM)
1

STORAGE ACCOUMT TYPE
Standard_LRS

* Size (Gi5)® Note the single disk
performance before

i

ESTIMATED PERFORMAMNCE @

IOPS limit 500

it’s collectively
shared

Throughput limit (MB/s) &0

SQOURCE IMAGE
MicrosoftsQLserver £ SOLZ0165F1-W52016 ¢ SQLDEY / latest

* Host caching @
Read-only W
VHD URI
https://bisglvm1datastdstrgdev.blob.corewindows.net/vhd s/bisglvm 1datadisk 1dev.vhd .



VM Disks

Step 3: Add storage
pool + virtual disk +
volume in the VM

Step 4: Create
folders + reassign

SQL Server pathing
G:\MSSQL\Data
G:\MSSQL\Backup
G:\OLAP\Data
G:\OLAP\Backup
L:\MSSQL\ErrorLog
L:\MSSQL\Log
L:\MSSQL\Dump
L:\OLAP\Log
L:\OLAP\Dump
T:\MSSQL\Data
T:\OLAP\Temp

Resource Group

Storage Account

Container

Virtual Machine

Storage Pool

Physical
Disk

Physical
Disk

Server Manager * File and Storage Services * Volumes * Storage Pools

[ Servers
[ | Volumes
| [} Disks

ﬂ | Storage Pools

@) STORAGE POOLS

B Al storage pools | 2 total TASKS
Filte P B~ @A« ~)
A N Type Managed by Available to Read-Write Server Capacity Free Space Percent Allocated
4

Available Disks BISQLVM1Dev
SQLVMStoragePool 1 Storage Pool  BISQLVM1Dev

Last refreshed on 6/16/2017 10:15:27 AM

BISQLVM1Dev
BISQLVM1Dev

BISQLVM1Dev
BISQLVM1Dev 1,022GE 0.008B I

VIRTUAL DISKS

No related data is available.

TASKS =

PHYSICAL DISKS
Primordial on BISQLVM1Dev @

To c

No related virtual disks exist.

reate a virtual disk, start the New Virtual Disk Wizard.

]
=

Slot MName Status Capacity Bus Usage Cha:

Add Physical Disk...

@~ @&
L J J ( Mew Storage Pool... )

Msft Virtual Disk (BISQLVM1Dev) SAS Automatic Inteq
Msft Virtual Disk (BISQLVM1Dev) SAS Automatic Inteq

Msft Virtual Disk (BISQLVM1Dev) SAS Automatic Inted




We’'re going to
handle encryption
next

<> BISQLVM1Dev - Disks

irtual machin

End Result:
8 data disks =~ )

OS disk

a tt a C h e d to : NAME SIZE STORAGE ACCOUNT TYPE ENCRYPTION HOST CACHING
B Activity log BISQLVM 1Dev il i Y
the Azure

m

dit

) e -
a Access control (1AM

'

VM & Tegs Data disks
LUN NAME SIZE STORAGE ACCOUNT TYPE ENCRYPTION HOST CACHING
X Diagnose and solve problems
1 bisqlvmidatadiskide 550 GiB Standard_LRS Not enabled Read-only
SETTINGS
2 bisqivmidatadisk2de 550 GiB Standard_LRS Not enabled Read-only

e Storage accounts » bisglvmldatastdstrgdev > Blob service » wvhds

3 bisqlvmidatadisk3dev 550 GiB Standard
= Disks Blob service # X vhds
bisglemidat dev Container
TR - bisqivm1logdiskide 550 GiB Standard — i
L=y LExiensions Container C_J Refresh A Upload C_J Refresh i Delete container  *= Properties , Access policy
B Network interfaces 5 bisqivm1logdisk2dev 250 GiB Standard Essentials v Location:jvhcs
@ Size € bisglvm1logdisk3dev 550 GiB Standard L4 Search containers by prefix Search blobs by prefix (case-sensitive
NAME MAME
& Backup - : o , ——— ol
bisqivmitempdbdiskidev 550 GiB Standard
bisglvmidatadiskidewv.whd
h vhds
£ SQL Server configuration B _ _
: bisgivm 1tempdbdisk2dey 550 GiB Standard e bisqlvm1datadisk2dev.vhd
Properties bisgivmidatadisk3dev.vhd
(b
n Locks + Add data disk - BISQLVYM1Dev20170521150516.vhd
e bisqlvmllogdiskidev.vhd
D ° k tt h t = bisgivm1logdisk2dev.vhd
isks attached _ SO
=, isglvm1logdisk3dev.y
to th e VIVI - bisgivm1tempdbdiskldev.vhd
(1

B I O b Sto ra ge bisglvmitempdbdisk2dev.vhd



VM Disks

End Result:
3 storage
pools

@ v Server Manager * File and Storage Services * Volumes * Storage Pools

) STORAGE POOLS
Servers | Al storage pools | 3 total

Volumes

Disks

ﬂ Storage Pools fﬂ

Filter

Managed by Available to

4 \Windows Storage (3)

DataDisksStoragePool BISQLVM1Dev
BISQLVM1Dev

BISQLVM1Dev

Storage Pool

LogDisksStoragePool Storage Pool

TempDBDisksStoragePool Storage Pool

DataVirtualDisk

Last refreshed on 6/16/2017 11:02:33 AM

BISQLVM1Dev
BISQLVM1Dev
BISQLVM1Dev

VIRTUAL DISKS
DataDisksStoragePool on BISQLVM1Dev

PHYSICAL DISKS
DataDisksStoragePool on BISQLYM1Dev

Show All
General + Details
Health +
m Name: DataVirtualDisk
(Prc: perty: Interleave )
Filter

Value:
262144 A\

data warehousing workload

Provisioning Capacity Allocated WVolume

DataVirtualDisks

Stripe size should be 256KB for a

Simple Fixed

Filter

F Y

(7/8)

-@1F

TASKS

Read-Write Server Free Space Percent Allocated

BISQLVM1Dev
BISQLVM1Dev
BISQLVM1Dev

/N Slot

Automatic Inte

Msft Virtual Disk (BISQLVM1Dev)
Msft Virtual Disk (BISQLVM1Dev)
Msft Virtual Disk (BISQLVM1Dev)

Automatic

Automatic



VM Disks

End Result:

3 volumes
G:\ - Data
L:\ - Log
T:\ - TempDB

s Disk Management

File Action View Help
&= m o | =

Volume Layout Type File System Status Capacity Free Space | % Free
- (C:) Simple Basic NTFS Healthy (5... 127.00 GB 99.05 GB 78 %
== [ata (G:) Simple Basic NTFS Healthy (P... 1646.87 GB 1646.66 GB 100 %
== Log (L:) Simple Basic NTFS Healthy (P... 1646.87 GB 1646.68 GB 100 %
== TempDB (T:) Simple Basic NTFS Healthy (P... 1097.87 GB 1097.70GB 100 %
== Temporary Storage (D:) Simple Basic NTFS Healthy (P... 36.00 GB 51.65 GB 92 %

== Disk 0
Basic
127.00 GB
Online

== Disk 1
Basic
56.00 GB
Online

= Disk 6
Basic
1097.88 GB
Online

== Disk 7
Basic
1646.88 GB
Online

== Disk 11
Basic
1646.88 GB

Online

B Unallocated [l Primary partition

(C)

127.00 GB NTFS

Healthy (System, Boot, Active, Crash Dump, Primary Partition)

I —
Temporary Storage (D:)

36.00 GB NTFS

Healthy (Page File, Pimary Partition)

TempDB (T:)
1097.87 GB NTFS

Healthy (Primary Partition)

Data (G:)

1646.87 GB NTF5

Healthy (Primary Partition)

Log (L:)

1646.87 GB NTF5

Healthy (Primary Partition)

(8/8)




e
Encryption — Data at Rest

Resource Group

Storage Service Encryption (SSE) < associated with Storage Account Storage Account Sevice
the storage account —— e
: : : L Blob (VHD)
Disk Encryption (BitLocker) < inside the VM -
Blob (VHD)
Blob (VHD)
More info:

http://www.sqglchick.com/entries/2017/2/5/deciding-on-
encryption-at-rest-for-an-azure-virtual-machine

Virtual Machine Disk encryption
http://www.salchick.com/entries/2017/2/9/setting-up- Storage Pool m oo
azure-disk-encryption-for-a-virtual-machine-with-powershell Pht;ssi:a' |

. . . Phy.Sical Volume
Other options to consider for encrypting the database: Disk -
TDE (Transparent Data Encryption) e B

AE (Always Encrypted)



http://www.sqlchick.com/entries/2017/2/5/deciding-on-encryption-at-rest-for-an-azure-virtual-machine
http://www.sqlchick.com/entries/2017/2/9/setting-up-azure-disk-encryption-for-a-virtual-machine-with-powershell

Disk Encryption

Step 1: Create a Service Principal . directory - App registrtions

+ Mew application registration EE Endpoints }( Troubleshoot

g Licenses

Azure AD Connect

@ O
I | [ ittt
. . 5 Quick start ___5'_':'1'-2"}'_,5“'3 manage your registrations for converged ap t tt [_1 ______ f____l:u____t___-l
Step 2: Provision Azure Key Vault
e L
MAMAGE Search by name or Appld All apps R
L c
& g Users and groups
. . . “ I enterprise applications DISPLAY NAME APPLICATION TYPE ~ AFPLICATION ID
: Enable the Service Principal
Step 3- \ 4 @ App reg-straﬁms) BIVMEncryptionSvcPrinProd Web app / AP a300bc i#-Ted...
° ° i /i Pri Wekb apn / TAETi LcBelf
to communicate with Key Vault -
Bi BIVMEncryptionSvcPrinDev Web app / AP cd4EfE d-facl..
F"Y
[0

[]l CIOS ::Iﬂ: AzZure Key vaults

Key vaults

Directory
—I— o= 2dd == Columns i 0 Refresh i
| S —

s Subscriptions: 1 of 2 selected — Don't see a subscription? Switch directories

2 Mobility (MDM and MAM)

Step 4: Enable Disk Encryption =

Password reset

PowerShell scripts here:

nttp://www.sglchick.com/entries/2017/2/5/deciding-on- i v

encryption-at-rest-for-an-azure-virtual-machine o [ o o
. . . . “ BlKeyVaultVM BackupDev Key vault InternalReportingRGDey  East US
http://www.sqglchick.com/entries/2017/2/9/setting-up-azure-disk- - e

encryption-for-a-virtual-machine-with-powershell

[& BlKeyVaultVvMBackupTest key vault InternalReportingRGTest  East US


http://www.sqlchick.com/entries/2017/2/5/deciding-on-encryption-at-rest-for-an-azure-virtual-machine
http://www.sqlchick.com/entries/2017/2/9/setting-up-azure-disk-encryption-for-a-virtual-machine-with-powershell

-
Disk Encryption (2/2)

<= BIS Jov - Dicks
= E:lb?LWI'ﬁmE.EV Disks

End Result: All drives | [» ==

05 disk s ~
Oy fiew
. iEnE NAME SIZE STORAGE ACCOUNT TYPE ENCRYPTION HOST CACHING
I NCr :
H Activity log BISOLYM1Dey Standard_LRS Enabled Read/write

) TR T L
o Access control (JAM)

A new Bek volumeis | ¢ == Data disks

. LUM MAME SIZE STORAGE ACCOUNT TYPE ENCRYPTION HOST CACHING
j{ Diagnose and solve problems

CreatEd Wh iCh iS 1 bisglvmldatadizkldey 550 GIB Standard_LRS Enabled Read-only

SETTIMNGS

2 bisglvmidatadizk2dev 550 GiB Standard_LRS Enabled Read-only
W h e re t h e J Availability set ) ) ) I
. . n o 3 bisglvmldatadizk3Idey 550 GIB Standard_LRS Enabled Read-only
& Disks
encryption key is

1 FExtensions

A
rea d fro m : l Metwark interfare: 5 bisglvm1logdisk2dev 550 GIB Standard_LRS Enabled Maone
= Disk 2 e

Basic Bek Volume (E) - s e oo esdony
47 MB 47 MB NTFS - — —

Online Healthy (Primary Partition)

bisglvmlogdisk1dev 550 GiB Standard_LRS Enabled Mone

550 GiB Standard_LRS Enabled Mone

550 GiB Standard_LRS Enabled Read-only

More info: https://blogs.msdn.microsoft.com/mast/2016/11/27/azure-disk-encryption-how-to-
recover-bek-file-from-azure-key-vault/



https://blogs.msdn.microsoft.com/mast/2016/11/27/azure-disk-encryption-how-to-recover-bek-file-from-azure-key-vault/

Disaster Recovery

We (the Analytics Team) don’t want to incur the cost or complexity of supporting an availability set.
Therefore, we are doing the following for DR purposes:

1. Documented steps for re-provisioning & redeploying

2. Use of Premium storage in Production — this gets us a 99.9% uptime SLA for a single instance Azure VM
https://azure.microsoft.com/en-us/support/legal/sla/virtual-machines/

3. For Prod: we are considering use of Azure Recovery Services valt
Site Recovery (still in preview) F oo EECoumne O Retres
https ://d OCS . m i CrOSOft. CO m/e n—u S/a Zu rE/Site— Subscriptions: 1 of 2 selected — Don't see a subscription? Switch directories
recovery/site-recovery-azure-to-azure R
|mp0rta nt tO Create VOUF Recovery SerViceS B BlRecoveryServicesVaultEastDev InternalReportingRGDev | East US
VaUIt in d different region =4 EBlIRecoveryservicesVaultEastProd InternalReportingRGProd East Us
(the RG and the vault itself) ” | _ | -
EBlRecoveryServicesVaultEastTest InternalReportingRGTest East Us

than the source objects
< BlIRecoveryServicesVaultWestProd BlIRecoveryServicesProd West US


https://azure.microsoft.com/en-us/support/legal/sla/virtual-machines/
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-azure-to-azure

Automation &
Scheduling



Daily & Weekly Schedule

Analytics Environment Scheduling

All times EST
Production:
12am lam 2am 3am d4am 5am bam [/7am |8am 9am 10am |1lam 12pm 1pm [2pm | 3pm [4pm |5pm |[6pm Jpm [8pm Opm 10pm |11pm
Auto
Engine+S51S VM shut down tart Engine+SSIS VM shut down
sta
EST standard business hours
UK standard business hours
_ Auto SSIS  SAL VM bck
ADF Daily . : i
b — Hourly ETL & SSAS processing patching maint backup to vault
0
: (Fri) (Daily) (Daily) (Daily)
Dev and Test:
12am lam 2am 3am d4am 5am bam [/7am |8am 9am 10am |1lam 12pm 1pm [2pm | 3pm [4pm |5pm |[6pm Jpm [8pm Opm 10pm |11pm
Manual start
Both Dev & QA machines shut down ) Both Dev & QA machines shut down
(when in use)
Auto 5515 SQL VM bck
Manual (on-demand) ETL & SSAS processing patching maint backup to vault
(Fri) (Daily) (Daily) (Fri)

Auto patching: requires VM to be on.

VM backup to vault: not not require VM to be on.




Automatic Shutdown

@ BISQLVMI1Dev - Auto-shutdown
Virtual machine

' Tags

X Diagnose and solve problems

SETTINGS

& Disks

! Metwark interfaces

& Backup

-ﬁi- SQL Server configuration

1* Properties

ﬂ Locks

2 Automation script

SCHEDULES

C Auto-shutdown )

MONITORING

il Metrics

Alert rules

Like auto-shutdown? DevTest Labs has more features to con

Enabled
or
Scheduled shutdown

"""""""
- ral

:::::::
............

Dev & Test

We are using the auto-shutdown feature within
the VM properties (Dev/Test Labs).

Production

We are using Azure Automation to shut down,
and restart, the 15t VM (DB engine/SSIS)
overnight since our ETL runs 1x/hour during
business hours only. This saves ~33% of
compute cost.

The 2" VM (SSAS) stays on 24/7.



1 Login Propertes - NT Sendce\S0LIaaSExtension

Automatic Patching R

e Automated patching
> Frodevany A S e e ey s s e requires the SQL laaS

We are using the Windows and SQL auto-patching “* — Extension to have
feature. The VM “Manage Updates” feature is in o i admin permissions

Administrators Properties

private preview (July 2017). ] seotyednn
) sskupadmin General
BISQLVM1Dev 3 SQL Server configuration =
’ Virtual machine } Mm
O s - i
m Bparch (Cirl+/]
SQL connectivity level & Edit Connechon
L3 Overview SOL connectivity Private (within Virtual Metwork) AR E . Mﬂhlﬂrﬂtm hﬂ"l‘ﬂ Jete ﬂ"l'd mﬂﬂﬁﬂ"d access
B Activity log Port 145 Conneciion ta the computer/domain
SOL Authentication Disabled
iha Access control (IAM) B e CONMUCHOn DOt Members
¢ e Aut ted patchi &.
utomated patching % Cancel 3 _ .
2 Diagnose and solve problems ) . - :11‘ \Domain Admins
* Automated patching Disable Enable | Progess d, mm
SETTInGS * Maintenance schedule Friday w sy ¢ meoses
S e e : 52, NT SERVICE\SQLIaaSExdension (5-1-5-80-2048003730-25558169
..... i * Maintenance start hour (local time) 22:00 W
= Disks
T Eensions ;'mh?:'ijr:z;ance window duration 0
! MNetwork interfaces
- Automated backup & Edit
o Size 4 ’
: tomsted bk : Changes to a user’s group rr-m_beml'm
& Backup Add Remowe are not effective until the nexd time the
Retenticn period (da user logs on.
& SQL Server configuration Storage account ‘bisglvm 1 bckstdstrgdey
HY  Properties Encryption Enabled OK Cancel PPy H'Et'
a Locks Backup system databases Enabled . . .
o Conrecupschle More info: https://docs.microsoft.com/en-us/azure/virtual-
: Full backup frequency Daily . . . . .
machines/windows/sql/virtual-machines-windows-sgl-
(O Auto-shutdown Full backup time window (hours) 1

Log backup frequency (minutes) 60 Se rve r‘age nt'EXtenSiOn



https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql-server-agent-extension

e
VM Backups

The VM backu PS bisqlvmidev Restore points
are mmanad ge d | N L Settings 4D Backupnow ) Restore VM ) File Recovery (P... “es Y Filter
th e Recove ry Essentials A Filtered for last 30 days

——— —— ICRASHCO“-«S-STP.T J APPLICATION CONSISTENT FILE-SYSTEM CONSISTENT
Se rVI Ces Va u |t . BlRecoveryServicesVaultEastDe Success
Subscription name -ast backup time
2/7/2017, 10:15:42 AM Filter items.. All restore points V
Subscription 1D .atest restore point f \
N N\ N\
For the VM 2/7/2017, 10:16:41 AM (1 hour(s) ago) o e A TR o
tem type Dldest restore point § . . )
b k t b Azure virtual machine 2/7/2017, 10:16:41 AM (1 hour(s) ago) j 2/7/2017,10:16:41 AM b chcrypted
a C u ps O e s3ackup policy \ j
BlBackupPolicyWeekly

encrypted, disk

encryption is e s
required Restore points
(discussed in the T
previous section). o— l




SQL Backups: From VM

We are using the scheduled SQL
Server backups feature.

Blob service

backupcontainer

bisghem1bckstdst Container

+ Container E_J Refresh

— - . o - -
A Upload EJ Refresh Celete container  *= Properties ‘F Access policy

Essentials Location: backupcontainer
Search co ers by prefix I-'!El.?-"f-" biobs by prefix (case-sensitive)
MAME
MAME

EnterpriseDW _de&d2ei433424913adcidB36787147CT_2017053291803058-04.bak

automaticbackup
EnterpriseDW_de602e2435424913adc7dB836T87147cT_20170614180054-04. bak

backupcontainer
EnterpriseDW _debt02e2435424913adc7dB36T8747cT_20170615180359-04.bak

EnterpriseDW _deéd2e4353424913adcidE36787147CT_201706153181035-04.bak

Be sure that this storage account is set to be
encrypted — the “automaticbackup” container
contains certificates & keys.

BISQLVM1Dev

Virtual machine

A= Search [Lid+/4)

Cverview
B Activity log
sa Access control (JAM)
8 4 Tags

K Diagnose and solve problems

SETTIMGS
Availability set

= Disks

Extensions

B Network interfaces
Size

&' Backup

% SOL Server configuration

17 Properties

ﬂ Locks

Automation script

SCHEDULES

Auto-shutdown

SQL Server configuration

SQL connectivity level & Edit
SQL connectivity Private (within Virtual Network)

Port 1433

SQL Authentication Disabled

Automated patching % Cancel
* Automated patching Disable Enable

* Maintenance schedule Friday v

* Maintenance start hour (local time) 22:00 W

* Maintenance window duration
(minutes)

Automated backup

Automated backup
Retention period (days)
Storage account
Encryption

Backup system databases

Configure backup schedule

& Edit

Enabled

10

bisglvm 1bckstdstrgdey

Enabled

Enabled

Marua

Full backup frequency

Full backup start time (local VM time)

Daily

01:00

Full backup time window {hours)

Log backup frequency {minutes)

60



e
SQL Backups: From SQLDB

Backups for SQLDB depend on the pricing tier Longer-term backup retention:

selected: * Set up a process to back up the .bacpac file
(schema + data), or

Full backups: weekly * Recovery Services vault (still in Preview):

Differential: every few hours B e

T-log: every 5-10 minutes

Basic service: retained 7 days
Standard service: retained 35 days

& Taas Recovery service vault @ Mot configured

x Diagnose and solve problems

e [ ] L]
Premium service: retained 35 days
‘ SETTINGS
N = Select all
Quick start Search to filter databases..
0 r DATABASE #~  POLICY MAME #~  RETENTIOM PERL.. »  PRICING TIER -~
Failover groups @ sglwaitssgldatabase Mone Mone Standard: 50

& Long-term backup retention

l Auditing & Threat Detection

More info: https://blogs.msdn.microsoft.com/mast/2013/03/03/different-ways-to-backup-your-
windows-azure-sql-database/



https://blogs.msdn.microsoft.com/mast/2013/03/03/different-ways-to-backup-your-windows-azure-sql-database/

ARM Templates

Goal is for deployments to be
modular & repeatable.

Solution Explorer
B 0-F@ F|l=&K

Search Solution Explorer (Ctrl+;)

e - “contentversion”: "1.0.0.0"
@ ARMDeploymentSQLSklllsSQl.Walts - “parameters": { ’

=8B References
“ ARMParameters
Q DevValues.parameters.json
&J ProdValues.parameters.json

We have invested time in learning | 4 = ArMTempiates
how to do ARM temp|ates SO we &T ARMResources.json

4 Documentation

can make a good decision when to ® DeploymentReadMe.txt

use them.

4 PowerShell
uy Alerts.psi
«38 DeployFromFileDrop.psT
¥ RBAC.pst

W e h a Ve O u r oo Schema: https:;//schema.management.d g Deploy-Azu reResourceG rou p-pS1

={

£} parameters (23)

l(. _\' variables (7)
infrastructure e

B [variables(fullSQLDBName"]

d ” & [variables(‘fullSQLServerFirewallRule
a S CO e & [variables(fullSQLServerFirewallRule
& [storageSQLBackupsName]
& [storageSQLDiagnosticsName)]

checked into | oo
source control

within a Visual
Studio project.

“$schema":
"contentVersion"
“parameters”: {

http

ARMResourcesjson # X

Schema: https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#

=

"$schema": “"https://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",

“environmentName": {
"type": "string",
"metadata”: {
"description”: "The environment this set of parameters applies to."

}s
"allowedvalues": [
“Dev",
"Test",
“Prod"
]
b

"sqlServerAdminUser™”: {
"type": "string",
"metadata”: {
"description”: "The administrator account (aka subscriber account) for the SQL Server."
}
s

"sqlServerAdminPW": {
“"type"”: "securestring”,
"metadata”: {
"description”: "The PW for the administrator account. This value should not be saved in source
control, sg, it is excluded from the companion parameters file."

"sqiDBEdition”: {'
"type": "string”,

"defaultvalue™: "Basic",
"allowedvalues": [
"Basic”,
"Standard",
"Premium”

"environmentName": {
"type": "string",
"metadata”: {

"description”: "The environment this set of parameters applies to."
b
"allowedValues": [
"Dev",
"Test",
"Prod”
]
b
"sqlServerAdminUser”: {

"type"”: "string”,
"metadata”: {
"description”: "The administrator account (aka subscriber account) for the SQL
Server."

}
}

?
“sglServerAdminPW": {

I, At g matnie, A0 _ghltype”: ﬂry&lng. R Wy S ‘FA,.A,..-_..”« Aaepste® 4

]

2
etadata™: {
"description”: "The edition for the Azure SQLDB."

h
”‘ ‘W -~ f ‘-»“M w,}—m J‘ f -0 Y Y N W R ,’u W U e

Blog post on ARM deployments:
https://blogs.sentryone.com/melissacoates
/getting-started-with-automated-arm-
deployments-in-azure/



https://blogs.sentryone.com/melissacoates/getting-started-with-automated-arm-deployments-in-azure/

e
PowerShell

We are being selective about automation.
Balance of: wanting infrastructure in source code vs. little need for deployment repeatability.

We have some PowerShell scripts for #Input Area

(j I t t] . ssubscriptionName = 'InsertSubscriptionName'
ep Oymen purposeS’ SUCh as: sresourceCGroupiame = 'SQLSkillsWaitsLibraryRGDev'

® Assign tags sdeploymentName = 'SQLSkillsSQLWaitsDeployment'’
StemplateFilePath = "0:\Deployments\SQLWaits\2017-06-07\ARMResources.json’
sparameterFilePath = '0:\Deployments\SQLWaits\2017-06-07\DevValues.parameters. json'

* Enable disk encryption
* Provision key vault
* Deploy ARM template

#ARM template deployment
New-AzureRmResourceGroupDeployment °
Name SdeploymentName
-ResourceGroupName S5resourceGroupName -
-TemplateFile StemplateFilePath

-TemplateParameterFile SparameterFilePath

Blog post on ARM deployments:

https://blogs.sentryone.com/melissacoates/getting-started-with-automated-
arm-deployments-in-azure/



https://blogs.sentryone.com/melissacoates/getting-started-with-automated-arm-deployments-in-azure/

Recommendations for ARM and PowerShell

Use ARM for:

 Deployment of resources to Test and Prod
* Recognition of dependencies
* Parallel deployment of resources (faster than PowerShell or CLI)

Use PowerShell for:

 Execution of ARM template
* Management of resources (ex: start/stop a VM - in conjunction with Azure Automation)

* Selective items you would prefer in PowerShell vs. ARM (ex: Tags or Metrics Alerts)



Monitoring the
Solution



Monitoring

We are currently using a combination of:

Azure Monitor (Metrics, Activity Log, Diagnostic Log)

A Azure Monitor Alerts

Azure Blob Storage (Metrics & Activity Log Data)

J Azure Security Center

§1 SentryOne software

We have not needed Microsoft OMS (Operations Management Suite) as of yet, but we may
grow into it.



Azure Monitor

Monitor - Metrics

Micre

fﬁ agnostics settings +Adc metric alert

* Subscription @ * Resource group @ Resource type @

EXPLORE - hd v 4 selected

H' Activity log

Available metrics Chart type Time range
Line hd Past 24 hours

Ell Diagnostics logs 6s
You can only select metrics of the
same unit (Seconds)

p Log search

Average Responze Time

MAMNAGE
Alerts 4z
Uatain
35
Action groups Hata e .
Http 2ix 3
4 Autoscale Http 2x 5
Http 401 25
HEALTH Hetp 403 )
Hitp 404
Service notifications
Http 406
Resource health Http dxx
Http Serw "
SQLWaits ~ -+ New dashbeara
ADVANCED rking set
Requests
? Application Insights Averace Response Time past week

a@¥ Management solutions

.@ Metwork watcher Alerts

HNAME|
App-A
@ View app metrics in Application Jong
= Insights App-g AVERAGE RESPONSE TIME
|77.85..
App-

Learn more

* Resource @

@ Clone il Delete

Http Server Errors and Requests past week

a Activity Log

v’ Captures create, update & delete for resources

v Still called ‘Operational Logs’ when sent to blob

S t O r a g e H’TT . Vity log

EXPLORE

£

Met

Diagnostics logs

p Log search
MAMAGE
Alerts

Action groups

DTU used past week 7 Autoscale

HEALTH

Service notifications

Jun @ un 11 n 1 Resource health

Jung jun 10 Jun 11

HTTP SERVER ERRORS |

o

REQUESTS

30.22«

Memary Percentage for the past week

G Metrics —

Data Out past week

Jun@
DATAOUT

478

DTU limit past week

ADVANCED

? Application Insights

4P Management solutions

Alert rules

100

Active now

Enabled

‘@ MNetwork watcher

Average memory working seft past week

v’ Performance
counters in 1-
minute frequency Jiis.

Data In past week

Alert rules

50

Active now

Enabled

Select query . -

* Subscription @

Analytics w
Timespan @
Last month A a

Query result has exceeded the internal data size limit and returned the top 291 items. Update filters to get all items or Click here to download all the items &

OPERATION NAME

O Execute

O Ex

O Execute

@ Cezliocate

@ Incident

0 Listieys

0 start

@ ListApplicableSchedules
@ Execute

O Cezllocate

@ Write VirtualMachines
@ Write VirtualMachines
O Resolved

Activ

@ Log search

H o

Resource group @

All resource groups

Event category @

STATUS

Succe ed

Succeeded

Succeeded

Succeeded

Resolved

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

Resolved

Activated

Insights (Last 24 hours): 0 failed deployments | 0 role assignments | 0 errors | 0 alerts fired |0
outage notifications

Resource @ Resource type @ * Operatiocn @

v All resources g All resource types ~ All operations ~
* Event severity @ Event initiated by @ Search @

v 4 selected v w

TIME TIME STAMP SUBSCRIFTION EVENT INITIATED BY

17 h ago TueJun 13 20..  Analytics WS DevTest Lab

17 h ago TueJun 13 20..  Analytics WS DevTest Lab

19 h ago TueJun 13 20..  Analytics WS Devlest Lab

19 h ago TueJun 13 20..  Analytics WS Devlest Lab

1dage Tue Jun 13 20.. Analytics

1dage Tue Jun 13 20.. Analytics Bsentryone.com
1dage Tue Jun 13 20.. Analytics Bsentryone.com
1dage Tue Jun 13 20.. Analytics Bsentryone.com
1dage Tue Jun 13 20.. Analytics WS DevTest Lab

1dage Tue Jun 13 20.. Analytics WS DevTest Lab

2dage Mon Jun 12 2. Analytics @sentryene.com

2 dago Mon Jun 12 2. Analytics @sentryone.com

2 dago Mon Jun 12 2. Analytics Microsoft.Insights/alertRules
2 dago Mon Jun 12 2. Analytics Microsoft.Insights/alertRules

e Diagnhostic Log

v Emitted by each resource



Azure Monitor: Alerts

Metric Alert

 Email or webhook specified within the
alert

* Always applies to one single resource

Activity Log Alert

* Can use an Action Group for SMS, email,
or webhook

* |s aresource itself assigned to a RG

* Can span resource groups & resources

There are currently no alerts for the
diagnostics logs.

Monitor - Alerts

Microsoft

2 Search (Ctri+/

EXPLORE
B Activity log
ili1 Metrics

g8 Diagnostics logs

p Log SEarcn

MAMAGE

=

Action groups

A Autoscale

HEALTH
Lervice notifications

Resource health

ADVAMNCED

? Application Insights

& Management solutions

ﬂ' Metwork watcher

E= Columing

+ Aadd metric alert

+ acld activity log alert

¥ Subscription @

Analytics

App-AvgResponseTime-Prod

App-CPUTime-Prod

App-HttpServerErrors-Prod

ASP-CPUPct-Prod

ASP-MemoryPct-Prod

SQLDE-BlockedByFirewall-Prod

SOLDE-CPUPercentage-Prod

5QLDB-DatalOPct-Prod

SOQLDE-Deadlocks-Prod

5QLDB-DTULImMIt-Prod

SOLDE-DTUused-Prod

SOLDE-FailedConnections-Prod

SOLDB-LoglOPct-Prod

SOLDE-SessionPct-Prod

SOLDB-WorkersPct-Prod

Source i

All sources

| STATUS

@ Active
@ Active
@ Active
& Active
& Active
@ Active
@ Active
@ Active
& Active
@ Active
@ Active
& Active
@ Active
@ Active

@ Active

CONDITION

Average Response Time > 4 Seconds

CPU Time = &0 Seconds

Http Server Errors = 0 Count

CPU Percentage > 80 Percent

Memory Percentage = 85 Percent

Blocked by Firewall = 0 Count

CPU percentage = 80 Percent

Data 10 percentage = 80 Percent

Deadlocks = 0 Count

DTU limit = 50 Count

DT used = 85 Count

Failed Connections = 0 Count

Log 10 percentage = 80 Percent

Lessions percentage = 80 Percent

Workers percentage = 80 Percent



Azure Monitor: Action Groups

Used with Activity Log Alerts only right now (not supported with Metric Alerts).

Action types: Monitor - Action groups

Microsoft

e SMS
e Email
e Webhook

* Subscrniption @

EXPLORE Microsoft Azure Sponsorship W

E' Activity log

MAME SHORT NAME RESOURCE GROUP STATUS ACTIONS
B Cperation log (dlassic)

Bl Action Group - Critica BlAG-Crit MonitoringAndAlertsRGProd Enabled 1 5MS, 1 email(s), 0 webhook(s)
ilil Metrics

Bl Action Group - NonCritical BlIAGNotCnt MonitoringAndAlertsRGProd Enabled 0 SM5, 1 email(=), 0 webhook(s)

Rd Diagnostics settings

):} Log search

Generally only Prod resources have any alerting configured.

MAMAGE

Alerts

‘ S \ Critical alerts: SMS text + e-mail

Non-critical alerts: e-mail only

A Autoscale



Azure Diagnostics: SQL Database (PaaS)

_#X.!a.

—
]

We are sending diaghostics to:
e Storage Account (JSON data)

* Log Analytics

SQL databases

SentryOne

o 2dd  S2 Columns ) Refresh

Subscriptions: Analylics - Dontses a
subscription? Switch directories

Filter by name..

2 items
MAME
BN Waits-5QLDB
BN waits-SQLDB

-

"count™: 1,

"total™: 24247296,

"minimum”: 24247296,

"maximum”: 24247296,

"average": 24247296,

"resourceId”: "/SUBSCRIPTIONS//AENENEL. DENNNEI JE Sy
SERVERS/SQLWAITSSERVERPROD/DATABASES/WAITS-SQLDB",

"time": "2017-05-10T14:17:00.0000000Z",

"metrichame”: “"storage",

"timeGrain": "PTIM"

"count™: 1,

"total™: 1,

"minimum”: 1,

"maximum”: 1,

"average": 1,

"resourceId”: "/SUBSCRIPTIONS/!
SERVERS/SQLWAITSSERVERPROD/DATABASES/WAITS-SQLDB",

"time": "2017-05-10T14:17:00.0000000Z",

“metrichame”: "connection_successful”,

"timeGrain": "PTIM"

. 5/RESQOURCEGROUPS/SQLWAITSRGPROD/PROVIDERS/MICROSOFT.SQL/

/RESOURCEGROUPS / SQLWAITSRGPROD/PROVIDERS/MICROSOFT.SQL/

Partitioned in Storage as low as:
Resource Type > Year > Month > Day
> Hour > Minute

Search {Cirl+/]

B Overview

H' Activity log

‘ Tags

fp{ Diagnose and solve problems

SETTINGS

E

Quick start

Pricing tier (scale DTUs)

Geao-Replication

Auditing & Threat Detection

Dynamic Data Masking

Transparent data encryption

Sync to other databases

Properties

Locks

Automation script

MONITORING

Alert rules

Database size

Fase

G

Diagnostics settings )

SUPPORT # TROUBLESHOOTING

Waits-SQLDB - Diagnostics settings

50L database

Status

COn Off

«"| Archive to a storage account

5to rajge account

sqlwaitsdiagstrgprod
Stream to an event hub
+'| Send to Log Analytics

Log Analytics
sglwaitsloganalyticsprod

METRIC

| 1 minute

o Retention only applies to storage account.

Retention (days) @

1

]



Azure Auditing: SQL Database (PaaS

Auditing is set at both the Server

and the Database level for SQLDB.
B Activity log

Send to: the ‘diagnostics’ blob ¢ o

storage account associated with this = "

particular project.

SETTINGS
Quick start
Pricing tier [scale DTUs)
Geo-Replication

(I Auditing & Threat Detect'DD

£ Dynamic Data Masking

) Transparent data encryption
[# Sync to other databases
Properties
ﬂ Locks

Automation script

|_:| Save O\ View audit logs WP Feedback

If Blob Auditing or Threat Detection are enabled on the server, they will always apply to the

I Threat Detection costs $15/server/month. It will be free for the first 60 days.
database, regardless of the database settings.

m

1 " - - a7 -
VIEW SENVeT seTlings -E]

'ﬂ' server-level Auditing: Enabled : Server-level Threat Detection: Enabled

J:'u Id =i
FLELLR RS

O QFF

Auditing type @

Blob | Table (deprecated]

" Storage details
sqlwaitsdiagstdstrgdey

Threat Detection @

O QFF

Threat Detection types

All

Send aleris to

& zuresSupport@sentryone.com

Email service and co-administrators



Azure Diagnostics: Virtual Machine (laaS)

Virtual machines # X B8 BISQLVM1Dev - Diagnostics settings

Directory

Performance Counters

+ Add EZ Columns C_J Refresh D Search (Ctri+/ F] SEve X Discard

L e emeeane e cneme s e soerse - SQIL S@FVEr counters are not gathered by

Virtual machines and Virtua B network interfaces

43 machines (classic) can now be
J managed together in the combined cs Performance counters ° °
2 s etault — need to explicitly select them.
& Backup = CPU
Subscriptions: 1 of 2 selected - D T vemen
ubscriptions: 1 of 2 selected — Don'tsee a . ) = Disk
subscription? Switch directories ¢ 5L Server configuration *  Metwork
e i * S0L Server
Filter by name... 1! Properties
Configure performance counters A e n t
2 items n L ocks
NAME Event logs

T The Azure Diagnostics Agent doesn’t

SCHEDULES & Security: Audit failure
M BISOLVMZDev *  System: Critical, Error, Warning

prompt for storage account — will need to
Drectores change (i.e., if you have a naming

il Metrics

-

Configure directories

convention for diagnostics storage), and

C_ Diagnostics settings ) Mot collecting memary dumps.
then delete the auto-created storage
Sinks
SUPPORT + TROUBLESHOOTING E’;ﬂ"':'vr;df: is not being sent to any sinks. a C C O u n t )
&% Advisor recommendations
Agent

Resource health ) . )
Diagnostic data is being sent to this storage account:

B Boot diagnostics bisglvm 1diagstdstrgdey

Configure agent

Reset password
Boot diagnostics
A Redeploy 49
Boot diagnostics is enabled.
Mew support request Wiew boot diagnostics

Configure boot diagnostics



Azure Security Center

Security Center - Recommendations

GEMERAL
D Overview
Security policy
ad Quickstart

o) Welcome

PREVEMTION

(E Recommendations )

B Partner solutions

Compute

Metwaorking

Security Center - Security policy

O X

Security policy Prevention policy

GEMERAL

o Overview

( Security policy )

ai Cuickstart

o) ‘Welcome

PREVENTION

Y Filter

INHERITAMCE

DATA COLLECTION

& On

DESCRIFTION

Enable advanced security for subscriptions

Enable data collection for subscriptions

Add a Next Generation Firewall

Enable Network Security Groups on subnets

Enable Auditing & Threat detection on 5QL servers
Enable Auditing & Threat detection on 50L databases
Enable encryption for Azure Storage Account

Restrict access through Internet facing endpoint

Add a vulnerability assessment solution

Enable Transparent Data Encryption

Provide security contact details

RESOURLCE

1 subscriptions

1 subscriptions
BISQLVMIIPDev
default
sqlserversandbox
Z 501 databases
2 storage accounts
BISOLVMI1Dev
BISQLVMIDev
HappyCars

1 subscriptions

STATE "
Open
Resolved
Open
Open
Open
Open
Open
Open
Open
Open

Open

SEVERITY

@ High

! ] High

@ High

@ High

@ High

€ High

@ High
Medium
Medium
Medium

Medium

Hsve X oiscn Show recommendations for
Systemn updates @ on alii
Data collection
Collect data from virtual machines @ O3 vulnerabilities @ on Off
On Oiff )
Endpoint protection @ on DiFf
Choose a storage account per regi.. > Disk encryption o Off
All configured
Metwaork security groups on Off
Web application firewa on Off
|3'|:::.|'||;3.r components Mext generation firewa on Oiff
Vulnerability Assessment on Off
i ) > Ltorage Encryption On Off
S Fie 50L auditing & Threat detection on Off
S0L Encryption On Off

More info:
https://docs.microsoft.com/en-
us/azure/security-center/security-
center-recommendations



https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
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Support for monitoring:
v SQL Server
(on-prem, or in Azure or a cloud VM)
v Azure SQL Database
v Azure SQL Data Warehouse
v SQL Server Analysis Services
(on-prem, or in Azure or a cloud VM)
v' Windows Computer
v’ Tintri VMstore
v’ VMware Host
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and
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Key Takeaways

The pace of change in Azure is frequent—plan to keep up with announcements. New features can
change a previous decision really fast.

Look at using Paa$S unless you really need an laaS solution. Deploy the simplest solution that gets
the job done.

Don’t shortcut the initial planning phase —do a POC if you can to learn. Don’t assume a feature is
definitely available or works as you expect it to.

For unfamiliar features or services, consider creating a sandbox area to test & learn on first.
Plan to invest some time learning ARM templates & PowerShell, if you haven’t already.

Pay attention to efficiency and opportunities for cost savings. Developers & Administrators have a
huge impact on cost.



Thank You!

To download a copy of this presentation:
SQLChick.com “Presentations & Downloads” page l l

Melissa Coates Blog: sqlchick.com
Twitter: @sqlchick

Lead Analytics Architect,
SentryOne
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